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1.
  Introduction

ICTs have the potential to deliver basic services through e-health, e-education, e-commerce and e-government to the populations of developing countries, where many citizens are still without access to physical infrastructures such as hospitals, schools or public administration services.  

Electronic transactions between doctors and patients, access to online public administration services and use of the internet to sell goods and services to remotely located clients are today possible as a result of advances made in the fields of information technologies and telecommunications. The potential for ICT applications to fill in some of the gaps in access to basic services and empower developing countries so that they can become full participants in the information society could become a reality. 

The benefits of the information society for governments, businesses and citizens can be fully realized only if security and trust concerns are addressed and solutions put in place to deal with cybercrime, enforceable legislation, identity theft, data privacy and the protection of critical information systems. The high reliance on ICTs as a vehicle for enhancing social and economic development and the speed with which critical information systems and data can be accessed, manipulated and destroyed have put cybersecurity at the top of the agenda as one of the main challenges facing the emerging information society and the knowledge-based economy. 
2.
  Mandate

Within the framework of decisions adopted by ITU membership at the ITU Plenipotentiary Conference 2002 (PP02) and the World Telecommunication Development Conferences 2002 and 2006, the mandate of ITU-D in Cybersecurity, cyberthreats and combating spam is included in the following decisions:

1. WTDC Programme 3 - E-strategies and ICT Applications 

2. WTDC-2006 Resolution 45 – Mechanisms for enhancing cooperation on Cybersecurity including combating spam 

3. WTDC-2006 Resolution 2 Annex 2 - ITU-D Study Group 1 Question 22 – Securing information and communication networks – Best practices for developing a cunture of Cybersecurity.
4. PP02 Resolution 130 – Strengthening the role of ITU in information and communication network security.
2.1 
WTDC-2006 Doha action plan programme 3
Priorities

a) It is necessary to address cybersecurity concerns in this programme in order to realize the potential of networks for providing secure and accessible e‑service applications. 

b) This programme should also develop a common understanding of the issues of spam and cyberthreats, including countermeasures.

c) To minimize, prevent and detect cyberthreats, it is also necessary to facilitate further outreach and cooperation in order to support the collection and dissemination of cybersecurity‑related information, and to exchange good practices to support effective mutual assistance, response and recovery among members and between government, business and civil society.

d) BDT should also act as a facilitator for regional and interregional cooperation, and support appropriate capacity‑building activities at the regional level.

e) This could include, inter alia, the development of MoUs among interested Member States to enhance cybersecurity.

Tasks

a) Develop guidelines, planning tools and manuals on the technology and policy aspects of cybersecurity. 

b) Develop cybersecurity toolkits for policy-makers and other relevant sectors. 

c) Develop training materials on technology strategies and technology evolution for the implementation of cybersecurity.

d) Organize workshops, meetings and seminars to address technical, policy, legal and strategy issues for cybersecurity.

e) Provide assistance to Member States in developing laws and model legislation for the prevention of cybercrime.

f) Identify cybersecurity requirements and propose solutions for the development of secure ICT applications. Assist in raising awareness and identify key issues to support a culture of cybersecurity, and recommend models of good practice to support ICT applications and minimize cyberthreats.

g) Develop tools to facilitate information sharing on technology and policy issues, and on best practices relating to cybersecurity.

h) Take account, as appropriate, of the relevant work of other stakeholders: OECD and signatories to key agreements on cybersecurity and spam such as the London Action Plan and the Seoul-Melbourne Anti-Spam Memorandum of Understanding.
2.2  WTDC-2006 Resolution 45 – Mechanisms for enhancing cooperation on Cybersecurity, including combating spam (extracts)
recalling

b) its fundamental support for Programme 3 (e-strategies and ICT-applications), confirming that the latter shall have primary responsibility for Action Line C5 in the Tunis Agenda (Building confidence and security in the use of ICTs);

noting

a)
that Resolution 50 (Florianópolis, 2004) of the World Telecommunication Standardization Assembly on cybersecurity is confined solely to the study of technical aspects for reducing the impact of this phenomenon;

urges Member States


to provide the support necessary for implementation of this resolution,

resolves 


to instruct the Director of the Telecommunication Development Bureau
1
to organize, in conjunction with Programme 3 and based on member contributions, meetings of Member States and Sector Members to discuss ways to enhance cybersecurity including, inter alia, a memorandum of understanding to enhance cybersecurity and combat spam amongst interested Member States;

2
to report the results of these meetings to the 2006 plenipotentiary conference.

The first meeting related to this resolution will take place in Geneva, 31 August-1 September 2006, see: http://www.itu.int/ITU-D/e-strategies/cybersecurity/ 
2.3  WTDC-2006 Resolution 2 - ITU-D Study Group 1 Question 22 – Securing information and communications networks – Best Practices for developing a culture of Cybersecurity
a)
To survey, catalogue, describe and raise awareness of:
· the principal issues faced by national policy-makers in working with all stakeholders to build a culture of cybersecurity; 

· the principal sources of information and assistance related to building a culture of cybersecurity; 

· successful best practices employed by national policy-makers in working with all stakeholders to organize for cybersecurity and develop a culture of security; 

· the unique challenges faced by developing countries in addressing the security of networks and the best practices for addressing these challenges. 

b) To examine best practices for the establishment and operation of watch, warning and incident response and recovery capabilities that may be used by Member States to establish their own national capabilities. 
Produce a report or reports to the membership on the issues identified in section 2 above. The report or reports in question will reflect that secure information and communication networks are integral to building of the information society and to the economic and social development of all nations.
3.  Activities and Initiatives 
        http://www.itu.int/ITU-D/e-strategies 
3.1  Securing ICT Applications - Projects

Security concerns are a handicap for using ICTs for certain mission-critical services such as e‑government, e-commerce, e-payments and e-health, where it is important to protect sensitive data and to establish the identities of the parties. By addressing these security and trust issues, the real potential of ICTs for delivering affordable value-added services is realized.
Practical solutions to leverage the potentials of ICTs for the delivery of critical services built on security and trust technologies have enabled countries to make the step from simple information dissemination systems to the conduct of critical transactions and delivery of service to the population. 
Thanks to ITU, several developing countries have for the first time become actively involved in the deployment and use of solutions based on security and trust technologies, thereby extending the benefits of ICTs in areas such as government and health services.
Projects using advanced security and trust technologies based on Public Key Infrastructure (PKI), including biometric authentication, smart cards, ITU-T X.509 digital certificates and digital signature techniques have been and are being implemented in Barbados, Bhutan, Bulgaria, Burkina Faso, Cambodia, Cameroon, Côte d'Ivoire, Georgia, Jamaica, Paraguay, Peru

 HYPERLINK "http://www.itu.int/ITU-D/e-strategy/e-security/" , Senegal, Turkey and Zambia & more...
Georgia 
This ITU project addresses its challenges by delivering cost-effective solutions for the secure transmission, access and processing of digitized government documents, thereby increasing the efficiency and transparency of government services. Senior officials of the Ministry of Transport and Communications of Georgia were provided with solutions to enhance work-flow automation and enable officials to digitally sign and disseminate official documents, thus replacing the slow and rather expensive paper-based methods. Authorized access to sensitive documents was made possible through security and trust solutions to establish the identities of authorized personnel within the Ministry.
Paraguay
This project provided a platform for secure and trusted internet-based mechanism for operators and service providers to exchange sensitive information (such as income declaration) in electronic format with the national regulatory agency. The project uses ICT tools to streamline the process of issuing licences to operators of public telephones and increases efficiency in the business process of the regulator.

Barbados and Jamaica

Assistance was provided in the establishment of a national policy framework in the use of digital certification and the operations of certification authorities. ITU assistance also included the definition of technology specifications and policy guidance for the implementation of a national platform in Barbados and Jamaica for issuing and managing digital certificates, providing strong authentication services and ensuring security and trust for e-government and e-business transactions.
Cameroon 
This ITU project enables the secure transmission of sensitive government documents via the internet and provides internet-based online government services to citizens in urban and remote areas where the physical administrative infrastructure does not exist. Based on electronic signature and encryption technologies, solutions such as strong authentication, data confidentiality, data integrity and non-repudiation make it possible to address some of the cybersecurity threats including identity theft. 
Bulgaria 
ITU assistance in the implementation of a cybersecurity platform enables highly secure communication between the Ministry of Transport and Communications, the Ministry of Finance, the Council of Ministries and the Communications Regulation Commission (CRC), using PKI and PKI-enabled applications. It permits secure, efficient and cost-effective interaction between senior government officials, thereby supplementing face-to-face meetings and increasing productivity. All data exchanged between the participating officials are secured and digitally signed using data confidentiality, non-repudiation, data integrity and strong authentication techniques. 
Turkey

One of the strategic goals of this project is to improve healthcare services in Turkey by developing a secure health information medium that enables healthcare providers (primary and secondary health care), health professionals and citizens to have easy and safe access to health-related information by using the latest ICTs. 
The cornerstones of the project are the development of primary healthcare information systems supporting the family doctors' system, the implementation of electronic health records and the development of interoperable systems between healthcare service providers including primary healthcare centres, hospitals and public/private insurance agencies.
3.2  Assisting developing countries in developing model laws and countering-spam laws

Participants in the ITU Global Symposium for Regulators requested BDT to assist them in the development of anti-spam legislation. Chapter 7 of the 2006 edition of the ITU publication Trends in Telecommunication Reform describes and analyzes the contents of a model anti-spam law, including provisions for the use of narrowly-drawn enforceable codes of conduct for ISPs.  Such enforceable codes of conduct would prohibit ISP customers from using the ISP as a source for spamming and related bad acts, such as spoofing and phishing, and would prohibit ISPs from entering into peering arrangements with other ISPs that do not uphold similar codes of conduct.  Chapter 7, Trends in Telecommunication Reform 2006, Stemming the International Tide of Spam, is available online at:

http://www.itu.int/ITU-D/treg/publications/Chap%207_Trends_2006_E.pdf
3.3  Raising Awareness and Capacity Building - Workshops and Seminars

ITU has organized national and regional workshops and seminars addressing technology strategies for cybersecurity in a number of countries such as Azerbaijan, Cameroon, Chile (for the Mercusor States), Latvia (for CEE, CIS and Baltic States), Mongolia, Pakistan, Paraguay, Peru (for the Andean Region of Latin America), Romania, Seychelles, the Syrian Arab Republic and Uzbekistan. 

Global Meeting

A global meeting attended by some 50 security experts and more than 500 delegates representing around 120 countries was organized in Geneva to discuss technologies, strategies, policies and legal issues related to e-signatures, digital certification and encryption solutions for developing countries.

ITU Regional E-Government and IP Symposium for the Arab Region 
Security and trust were amongst the main topics discussed at this Symposium which resulted in the Dubai Declaration emphasizing the need for continued ITU activities in cybersecurity for e-applications and services. 

Meeting on mechanisms for cooperation in Cybersecurity including combating Spam

ITU is organizing the first meeting of Member States and Sector Members to discuss ways to enhance cooperation on cybersecurity including combating spam.  This event aims at meeting the following three main goals:

a) Arrive at a common understanding and possibly an agreement in the domains of cybersecurity and spam where it is imperative that a mechanism be put in place for enhanced cooperation amongst Member States.

b) Identify possible mechanisms inter alia a memorandum of understanding amongst interested Member States to enhance cooperation on cybersecurity including spam.

c) Make proposals based on contributions from membership in the form of a report to be submitted to the 2006 plenipotentiary conference for consideration.

World of Health IT Symposium

ITU, WHO, UNESCO, UNITAR and industry partners will be organizing a symposium on World of Health IT where Cybersecurity for health will be one of the main topics to be discussed.  The symposium which is scheduled for 10-13 September 2006 at the Geneva Palexpo will bring together governenments industry, international organizations to discuss amongst other topics, the critical role of Cybersecurity in medical and health transactions and applications.  For further information:

http://www.worldofhealthit.org/about/about_partners.asp

34
 Publications and Articles
Guide de la cybersecurité pour les pays en développement ©ITU 2006
Cybersecurity guide for developing countries ©ITU 2006

A cybersecurity reference guidel was developed to assist developing and least developed countries in building local capacity and raising awareness on some of the key challenges in security for the information society. This reference guidel explains some of the main problems such as spam, malware (viruses, worms, Trojans), data privacy, lack of authentication, need for data confidentiality and data integrity. Other subjects covered include case studies on legislation for cybersecurity and examples of methods that have been applied to protect critical infrastructure. A copy of this guide in English and French can be downloaded freely from the ITU-D Website at:
 http://www.itu.int/ITU-D/e-strategy/publications-articles/
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Developing and Least Developed Countries’ Legal Framework on e-commerce, digital signatures, e-certification, e-transactions, CAs and RAs. 
This report provides an overview of existing legislation in developing and least developed countries on a number of domais relevant to Cybersecurity. Written in February 2001 it focused on the legal framework required to address Cybersecurity challenges for e-commerce.

Research on Legislation in data privacy, security and the prevention of Cybercrime - ©ITU 2006

There are certain aspects of ICTs that need protection from a legislative point of view, especially regarding existing legislation on data security and intellectual property rights, as well as old forms of crimes being committed on the new information superhighway, such as fraud and extortion.  Clearly the legislature needs to be revised and adapted to ICTs, as well as recognizing that new types of computer-related crimes exist and new security devices are needed to authenticate information flows.   
This publication addresses the legislative imperatives needed to protect national interests of developing nations and assure the development of ICTs and electronic commerce, while securing the infrastructure with adequate legislative protection.  Three pervasive principles have become acknowledged as important components of cybersecurity.  These are confidentiality, integrity and availability. The three issues have overlapping areas, which are very closely related.  It is sometimes difficult to draw a fine line between the different categories and to determine which type of legislation would adequately cover a specified area.  A soft copy of this publication can be downloaded from the ITU E-strategies website at:  http://www.itu.int/ITU-D/e-strategy/publications-articles/ 
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4. Summary

Cybersecurity is of concern and should be taken seriously by all nations. For developing countries, ICT applications built on secure and high trust platforms can provide critical services to the population in areas such as health, public administration and commerce.

Developed countries can also reap these benefits in addition to the need for protecting their critical infrastructure and safeguarding sentitive data and transactions.
The challenges faced in this area can only be effectively addressed through cooperation and collaboration between governments, industry, international organizations and other relevant stakeholders.  Increasing basic awareness on the challenges and opportunities, building local capacity, putting in place legislation that can be enforced, implementing projects that delivers secure and high trusts solutions and elaborating appropriate policies are some of the main areas where partners should work together in meeting the commonly agreed goal of an inclusive, secure and global information society for all.

ITU, within the framework of its mandate is undertaking initiatives in these areas and in the spirit of WSIS, is inviting all interested partners to joint in its effrorts to build security and confidence in the use of ICTs.
