The Council of Europe (www.coe.int) is a political organisation, set up in 1949, which works to promote democracy and human rights continent-wide. It also develops common responses to social, cultural and legal challenges in its 46 member States.
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Introduction

1.
States have an important role to play in Internet Governance, as the accepted working definition of the term clearly acknowledges: “the development and application by Governments, the private sector and civil society, in their respective roles, of shared principles, norms, rules, decision-making procedures, and programmes that shape the evolution and use of the Internet”. Their role is also outlined inter alia in the Operating Principles of the Governmental Advisory Committee (GAC) of the Internet Corporation for Assigned Names and Numbers (ICANN), and is highlighted by states’ role in the Internet Governance Forum (IGF).
  
Mrs Hanne Sophie Greve, Justice (Norway), former judge at the European Court of Human Rights:

States are the principal actors under international law. This implies inter alia that it is primarily a State obligation to uphold the rule of law within its jurisdiction. It is in general a State prerogative to legislate, to exercise judicial power and to enforce the law. The State may however, have agreed/undertaken to be bound also by supranational legislation, jurisdiction and/or law enforcement, or this may follow from international customary law:
Article 1 of the European Convention on Human Rights acknowledges this by establishing:
“The High Contracting Parties shall secure to everyone within their jurisdiction the rights and freedoms defined in Section 1 of this Convention.”

2.
The existing Internet Governance arrangements, in particular the Articles of Incorporation of ICANN, note the need to conform to relevant principles of international law, applicable international conventions and national law. The Articles of Incorporation also indicate that ICANN should cooperate with relevant international organisations. In addition, the report of the Working Group on Internet Governance (WGIG) recognises that international and regional organisations should play a significant part with regard to Internet Governance.
3.
For the Council of Europe, it is crucial and indispensable for the issues of the openness, diversity and security of the Internet, as well as access to it, to be addressed from a people-centred perspective and for them to be underpinned by the core values of the Council of Europe, namely to protect and promote human rights, democracy and the rule of law based on shared values and respect for national and cultural specificities.
  This should be the basis upon which the IGF mandate is interpreted and discussed, in particular as regards “foster[ing] the sustainability, robustness, security, stability and development of the Internet”.
 
 

Mrs Hanne Sophie Greve, Justice (Norway), former judge at the European Court of Human Rights:

The revolutionary aspect of human rights as adopted by the international community after the misery of The Second World War when disregard and contempt for human rights had resulted in barbarous act which had outraged the conscience of mankind, was the universal recognition of the dignity and the worth of the human person – of every single member of the human family that is. It was not the fact that members of a specific group gave one another new and extensive rights bases on reciprocity. Cf. the Preamble to the Charter of the United Nations and the Preamble to the Universal Declaration of Human Rights. There was also universal recognition of the fact that the right to life is superior to every other right. That is, these other rights are intended to enhance the quality of that very life upheld. When it came to the actual balancing of the different rights that each individual human being is entitled to have protected and respected at any one time simultaneously with every other human being having a similar multitude of rights to be respect, there was a wide variety of views not in the least in respect of the setting of priorities. 
 

It may be concluded that the very essence of human rights is centered on the human being as such – every human being. Human rights are furthermore core values to be honoured as a precondition for speaking about the rule of law.

4.
These core values of the Council of Europe are effective thanks to the European Convention on Human Rights and its supervisory mechanism, the European Court of Human Rights, which provide an international legal framework capable of defining states’ obligations (and determining responsibility for failure to meet their obligations) in respect of the Internet. The Convention is complemented by many normative texts in areas of common interest which create additional international standards reflecting societal changes in line with the shared values of Council of Europe member states.
  
Professor dr.Yves Poullet (Belgium), Director of the CRID- University of Namur-Belgium:  

Through case law, progressively, the European Court of Human rights has interpretated extensively the Human rights enacted under the Convention.This extension has been made possible because the Convention is considered as a “living instrument” which ought to be interpreted only in an extensive way (see on these points, notably Tyrer
 and Selmouni
 cases). In the same time, the Court adds that the protection granted by the Convention must be “practical and effective” and must not be kept as “theoretical and illusory” (Airey, 1979
). 

Last point, Council of Europe does consider that the State is the first guarantor of its citizens’ data protection. The State is the ultimate guarantor of H. Rights and Freedoms: « the State has a positive obligation to ensure that everyone within its jurisdiction enjoys in full, and without being able to waive them, the rights and freedom guaranteed by the Convention. » (Refah, 2003
). So even if self-regulatory measures might be of some help for ensuring practically the Human Rights enforcement, it must be underlined that it remains the main duty of the States and thus of the international public organisations to assert and implement the Human Rights Protection.

5.
This submission outlines, from the perspective of the Council of Europe, the imperatives to be taken into account in any response to the question of Internet Governance. This perspective broadens the notion of Internet Governance, highlighting the responsibilities that fall to the state and that should be interpreted having regard to states’ obligations under international law. The Council of Europe’s views will be addressed from two angles, namely the public service value of the Internet and human rights and the rule of law, ending with conclusions and an indication as to further action needed. 

The public service value of the Internet

 

6.
The Internet is a common asset which has great potential to serve the common good, positively affecting many aspects of life, including communication, information, knowledge, business and growth. For a vast number of people and entities worldwide, the Internet has become an essential tool. For many others, access to the Internet is a legitimate aspiration linked to their very prospects of development and democratic citizenship. 

 

7.
Consequently, it is proposed that everyone should be entitled to expect the delivery of a minimum level of Internet services (for example effective and affordable access, a suitable environment for businesses to operate, etc.) irrespective of both the architecture of the World Wide Web (infrastructure, accessibility, interconnectivity) and the arrangements concerning its construction and development, with regard to the rules or principles that apply – or ought to apply – to the Internet’s use (such as freedom of speech and of association, right to private life and correspondence, consumer protection, security, crime-prevention). 
Professor dr.Yves Poullet (Belgium), Director of the CRID- University of Namur-Belgium:

The WSIS  asserts new rights for each individual within a global Information Society, particularly the right to participate to the information Society which includes not only the right to be connected to the infrastructure, not only the right to gain access to the informational richness available on the Net
  but also the possibility for everybody to take part in the large discussion forum which the Internet does constitute. This right to participate prerequisites that each citizen will be appropriately educated to use the ICT technologies and the right to express him or herself on the Net in his or her own language
. 

8.
The continued development of the Internet should serve to reinforce its sustainability, in particular as regards investment in infrastructure, security (in full respect of human rights principles) and stability as well as multilingualism. The effective delivery of Internet services of public value requires offering access in a range of appropriate languages (that is, including non-ASCII characters) and with suitable tools for all types of user (for example technical means or assistance allowing persons with disabilities full and effective access to such services). 

 

9.
It is recognised that the private sector has played a decisive role in the development of the Internet and there is every reason to believe that they will continue to do so. Indeed, this should be encouraged. With the exception of certain countries, the public sector contribution has been far less important. Looking ahead, and given the magnitude of the general interest, shared by individuals, businesses, governments and civil society, the state will have to play a growing part in the delivery of the public service aspects of the Internet. However, this does not necessarily require a hands on approach; in most cases, the role of facilitator and overseer will suffice. To ensure the delivery of public services by delegation, the state should facilitate and lead a multi-stakeholder framework within which the private sector can operate and, where necessary, should adopt measures to fill gaps left by private operators. 
Professor dr. Dirk Voorhoof, Ghent University-Belgium/Copenhagen University-Denmark (Belgium):

A special role can be attributed in this perspective to public broadcasting organisations in the new digital environment. Resolution No. 1 on the future of public service broadcasting, adopted at the 4th European Ministerial Conference on Mass Media Policy (Prague, December 1994), summarises the main missions of public service broadcasters. In this context, it should be recalled that Recommendation Rec(2003)9 on measures to promote the democratic and social contribution of digital broadcasting states that “public service broadcasting should preserve its special social remit, including a basic general service that offers news, educational, cultural and entertainment programmes aimed at different categories of the public”. Further, the above-mentioned Resolution No. 1 includes an undertaking “to define clearly, in accordance with appropriate arrangements in domestic law and practice and in respect for their international obligations, the role, missions and responsibilities of public service broadcasters and to ensure their editorial independence against political and economic interference”. 
In the media context, a genuine public service presupposes the independence of the organisations entrusted with the delivery of that service. It also involves the ability, in terms of legal provisions and material possibilities, to adapt to changing circumstances. Therefore in 2005, the Resolution on Cultural diversity and media pluralism in times of globalisation (7th European Ministerial Conference on Mass Media Policy, Kiev 10-11 March 2005) emphasized to be convinced of the particularly important role of public service broadcasting in the digital environment, as an element of social cohesion, a reflection of cultural diversity and an essential factor for pluralistic communication accessible to all. The resolution reaffirmed the commitment to respect and implement the Council of Europe standards concerning the maintenance and development of a strong and independent public broadcasting service and the importance of ensuring free and universal access to the services of public service broadcasters across various platforms and the need to develop further the public service broadcasting remit in the light of digitisation and convergence. Therefore the legal, financial and technical conditions must be ensured to enable public service broadcasters to accomplish their mission in an effective manner, so that they can contribute in particular to cultural diversity and media pluralism in the information society (see also Recommendation of the Parliamentary Assembly nr. 1641 (2004) on Public Service Broadcasting).

The Declaration of the Committee of Ministers of 27 September 2006 on the guarantee of the independence of public service broadcasting in the member states highlights the specific remit of public service broadcasting and reaffirms its vital role as an essential element of pluralist communication and of social cohesion which, through the provision of comprehensive programme services accessible to everyone, comprising information, education, culture and entertainment, seeks to promote the values of modern democratic societies and, in particular, respect for human rights, cultural diversity and political pluralism. The Declaration also refers to the opportunities and challenges for public service broadcasting brought about by the information society, as well as by political, economic and technological changes.

10
To the extent that private sector actors are relied upon to deliver services due by the state, they become agents of the latter. In full respect for Council of Europe standards and principles, including the freedom of communication on the Internet
 and the importance for states to encourage self-regulation and co-regulation regarding content disseminated on the Internet,
 this delegation brings with it a right and duty of oversight for the state concerned. These matters have clear implications for the state in terms of Internet Governance, ranging from the management of top-level domain names, to Internet service providers’ commercial policies and accountability vis-à-vis consumers, to enabling cooperation between judicial and law enforcement authorities. 

 

11.
Further, there are a number of services which are already, or will be, provided directly by states through the Internet with respect to, for example, initiatives concerning e-government, education and culture, as well as the use of the Internet to facilitate participation in public matters and democratic processes (e-democracy), the Internet as a means of eliminating inequalities (for example distance work for persons with disabilities), etc. Such initiatives are increasingly important as they aim to improve access to information by all, and enhance the opportunities for all, including people with disabilities, to participate in education and in political, cultural and social life. Participation and access to information are essential elements of democracy and citizenship,
 and it is a permanent duty of the state to facilitate them. 
Professor dr. Dirk Voorhoof, Ghent University-Belgium/Copenhagen University-Denmark (Belgium):

The European Court of Human Rights at several occasions has recognised “the right of the public to be properly informed” en “the right to receive information”, but until recently the Court was very reluctant to derive from Article 10 of the European Convention on Human Rights (right of freedom of expression and information) a right to have access to public or administrative documents. In the cases of Leander v. Sweden (1987), Gaskin v. United Kingdom (1989) and Sîrbu v. Moldova (2004)) the Strasbourg Court has indeed recognised “that the public has a right to receive information as a corollary of the specific function of journalists, which is to impart information and ideas on matters of public interest”. The Court however was of the opinion that the freedom to receive information basicly prohibits a government from restricting a person from receiving information that others wish or may be willing to impart to him. It was decided in these cases that the freedom to receive information as guaranteed by Article 10 could not be construed as imposing on a State positive obligations to disseminate information or to disclose information to the public. In a recent decision on the admissibility the European Court of Human Rights for the first time has applied Article 10 of the Convention in a case where a request of access to administrative documents was refused by the authorities. The case concerns a refusal to give an ecologist NGO access to documents and plans regarding a nuclear power station. Although the Court is of the opinion that there hasn’t been a breach of Article 10, it explicitly recognised that the refusal by the Czech authorities to give access to the requested documents is to be considered as an interference with the right to receive information as it is guaranteed by Article 10 of the Convention. Hence, the refusal must meet the conditions set forth in Article 10 § 2. The decision of 10 July 2006 in the case of Sdruženi Jihočeské Matky v. Czech Republic is important as it contains an explicit and undeniable recognition of the application of Article 10 in cases of a refusal of a request to have access to public or administrative documents. The right of access to administrative documents is not an absolute one and can indeed be restricted under the conditions of Article 10 § 2, which implies that such a refusal must be prescribed by law, have a legitimate aim and must be necessary in a democratic society. The decision of the Court of 10 July 2006 gives additional support and opens new perspectives for citizens, journalists and NGO’s for having access to administrative documents in matters of public interest.

Of major importance in this perspective is also Recommendation Rec (2002)2 of the Committee of Ministers of 21 February 2002 on Access to Official Documents guaranteeing a right of access to official documents to any person, without any discrimination on any ground including national origin. Additionally Article XI of the Recommendation considers it as a duty of a public authority, “at its own initiative and where appropriate, to take the necessary measures to make public information which it holds when the provision of such information is in the interest of promoting the transparency of public administration and efficiency within administrations or will encourage informed participation by the public in matters of public interest”. The Explanatory Memorandum of the Recommendation contains the provision that “in order to allow easy access to official document, the public authorities should provide the necessary consultation facilities, such as appropriate technical equipment, including that making use of new information and communication technology” (Art. X, Complementary measures).

Furthermore both the Strasbourg case law and Recommendation Rec (2004)16 of the Committee of Ministers of 15 December 2004 on the right of reply in the new media environment recognize that any natural or legal person, irrespective of nationality or residence, has a right of reply or equivalent remedy offering a possibility to react to any information in the media presenting inaccurate facts about him or her and which affect his or her personal rights. The term “medium” refers to any means of communication for the periodic dissemination to the public of edited information, whether on-line or off-line, including web-based news services. The right of reply, also to be applied in the on-line environment, is considered as a particularly appropriate remedy of instant correction of a contested information which is also in the interest of the public to receive information from different sources. The right of reply offers a kind of access for the individual citizen to the media and broadens at the same time the guarantee of the public to receive complete information.
 

12.
The notion of the Internet’s public service value and the role of key actors in this connection should therefore be discussed in the framework of Internet Governance. 
Human rights and the rule of law

 

13.
The exercise of, and respect for, human rights and the rule of law in the information society were constantly reasserted throughout the WSIS process and this should continue to be underlined and stressed in the IGF. The Council of Europe believes that human rights and rule of law principles and standards should be respected and protected online just as they are off line, and that, for example, states should not subject content on the Internet to restrictions which go further than those applied to other means of content delivery.
 
 

Mrs Hanne Sophie Greve, Justice (Norway), former judge at the European Court of Human Rights:

The fact that the Internet transcends national jurisdictions and is worldwide in nature holds the implication that it has an impact on every jurisdiction, it does not remove the Internet from the multiplicity of national jurisdictions. The Internet is neither beyond the law nor above the law – or the rule of law. In this respect, the Internet in its very essence is no different from other means of content delivery. From a rule of law perspective the main distinctive aspect of the Internet is its transjurisdictional character. The rule of law aspiration in respect of the challenges caused by the Internet is worldwide in nature. 
 

This can be understood also from the still sparse case-law of the European Court of Human Rights and the European Court of Justice. The case-law of these Courts addresses new aspects of the established human rights provisions raised by the Internet. The case-law give no indication that these Courts consider the Internet as a regime unto itself and/or beyond the realm of human rights. The latter is the main inference that can be made from the case-law so far. The rest is decision-making that in its nature is no different from other decision-making by these Courts where concrete facts are scrutinized in the context of the provisions relating to for example “Right to respect for private and family life” (Article 8) and “Freedom of expression” (Article 10).]

Freedom of expression

 

14.
At the European level, the Council of Europe’s 46 member states are accountable for their actions and omissions which breach the obligations they have subscribed to under the European Convention on Human Rights and are legally bound to respect and comply with the European Court of Human Rights’ case law.
  States who are party to the Convention (or their institutions or agents) must refrain from conduct which amounts to an interference with a given Convention right (for example the right to private life or correspondence, the right to freedom of speech and information). The state is also under a positive obligation to act in a proactive manner with a view to securing the effective enjoyment of protected rights, for example by taking reasonable measures designed to protect those under their jurisdiction from certain forms of harm in the context of Internet services. The failure to do so may render a state liable under the European Convention on Human Rights. Further, the state is under an obligation to adopt concrete measures in order to offer effective remedies and adequate redress to those who have suffered harm.
  
Professor dr. Dirk Voorhoof, Ghent University-Belgium/Copenhagen University-Denmark (Belgium):

The case law of the European Court of Human Rights in Strasbourg has clearly demonstrated that Article 10 of the Convention creates an additional layer of protection of freedom of expression and the free flow of information in society, recognising also “the right of the public to be properly informed”. This extra layer of protection is to be respected by parliament, government and the judicial authorities in the member states.
  National law prohibiting some expressions, restricting media content, or sanctioning the publication of information of opinions, may only be applied if the interference by the authorities based on this law is to be considered as “necessary in a democratic society”. The condition of the necessity in a democratic society that can legitimise restrictions of the freedom of expression is under a strict scrutiny by the European Court, which in many of its judgments has emphasised that freedom of expression is applicable not only to “information” or “ideas” that are favourably received or regarded as inoffensive or as a matter of indifference, but also to those that offend, shock or disturb. According to the European Court such are the demands of pluralism, tolerance and broadmindedness without which there is no "democratic society". This means that Article 10 has to be interpreted from a perspective of a high level of protection of freedom of expression.
Many European countries in recent years have been found in violation with Article 10 after journalists, publishers, broadcasting organisations, individual citizens or non-governmental organisations applied to the European Court being a victim of an illegitimate interference in their freedom of expression. Since the judgment in the Sunday Times case (n° 1) v. U.K. in 1979, the European Court has found numerous violations on the right of freedom of expression in several member states of the European Convention. As a consequence of this case law and according to the direct applicability of the Convention and its priority over national law, the member states are under an obligation to upgrade and actualise their standards of protection of freedom of expression in order to comply with their commitments under the European Convention (Art. 1). This approach affects particularly the level of protection of public speech, political debate on matters of public interest and the right of the public to be informed about such matters, pushing back some traditional limits of freedom of expression in many countries.

European Court on freedom of expression: number of cases
1970 – 1979 :     3         (one violation: Sunday Times n° 1)

1980 – 1989 :    12        (two violations: Barthold and Lingens)

1990 – 1999 :    75        (47 violations)

2000 :     
14    
(10 violations)

2001 :       
13     
(8 violations)

2002 :   
26    
(13 violations/9 friendly settlements)

2003 :
     
30    
(16 violations/7 friendly settlements)

2004 :

45   
(30 violations/1 friendly settlement)

2005 :    
65   
(45 violations/3 friendly settlements)

In its case law the European Court of Human Rights has permanently emphasised the importance of press freedom and debate on matters of public interest as inherent characteristics and necessary conditions for a democratic society. According to the Court’s case law an open, pluralistic and democratic society by it self is the most effective, if not the only guarantor for respect for human, civil, political, cultural and social rights and freedoms.
The protection of Article 10 of the Convention with regard freedom of expression has another dimension as well. According to the Strasbourg Court’s case law, national authorities should not only abstain from interferences in freedom of expression and press freedom that are not necessary in a democratic society, the state has also positive obligations to protect the right of freedom of expression against interferences by private persons or corporate organisations. In the case of Özgür Gündem v. Turkey the Court developed the approach that “genuine, effective exercise of freedom of expression does not depend merely on the State’s duty not to interfere, but may require positive measures of protection, even in the sphere of relations between individuals”. In this case, the Turkish authorities had failed to comply with their positive obligation to protect the newspaper Özgür Gündem in the exercise of its freedom of expression.
  Also in a few other cases the Court emphasised that “in addition to the primary negative undertaking of a State to abstain from interferences in Convention guarantees, there may be positive obligations inherent in such guarantees. The responsibility of a State may then be engaged as a result of not observing its obligations (..)”.
  
Additionally, the European Court of Human Rights has accepted that specifically in the domain of hate speech, incitement to violence and obscenity which is accessible for minors, the states have the right, and even the duty as a positive obligation, to restrict or sanction such expressions or content to protect the rights of others.
 

15.
The case law of the European Court of Human Rights is now beginning to shape the positive and negative obligations of states with regard to the way rights and freedoms are exercised and protected online. So far, the European Court of Human Rights has underlined the right for member states to take action to stop harmful Internet content from reaching children and young people.
  For its part, the European Court of Justice has ruled that references made to the personal information of others on Internet web pages are subject to data protection rules and therefore to the right to private and family life.
 Other cases regarding these and other human rights in online situations will emerge and there are many difficult questions which will sooner or later be addressed, such as positive obligations for states, in particular with regard to interactive services, differing views on morals, traditions and religion in our multicultural societies, and the roles and responsibilities of non-state actors in terms of human rights. 
Professor dr. Dirk Voorhoof, Ghent University-Belgium/Copenhagen University-Denmark (Belgium):

Moreover, in Wypych v. Poland  (Application No. 2428/05) the applicant challenged an obligation on local councilors to disclose information to the public concerning their financial situation and property portfolio. The European Court of Human Rights when declaring the case inadmissible on 25 October 2005, ascertained that there is no reason of principle to justify excluding activities of professional or business nature from the notion of “private life”, but the general public has a legitimate interest in ascertaining that local politics are transparent and Internet access makes access to such information effective and easy.
16.
Thus, when considering the emerging trends in Internet use and in anticipation of potential human rights violations in connection with its use, Council of Europe member states need to prepare themselves to deal with, for example, situations related to Articles 2 (the right to life) or 3 (prohibition of inhuman or degrading treatment) with regard to incitement on web sites to suicide or self-harm, to Article 8 (the right to private life and correspondence) with regard to disseminating other people’s personal information or illegal eavesdropping or control of communication, or to Article 10 (the right to freedom of expression and information) when confronted with online hate speech inciting violence in blogs. 

Professor dr. Dirk Voorhoof, Ghent University-Belgium/Copenhagen University-Denmark (Belgium):

Interferences by public authorities sanctioning statements that incite to violence, armed resistance, religious intolerance, hatred or an uprising, capable of stirring up violence in concrete circumstances, are considered in the Court’s case law as necessary restrictions of the freedom of expression in a democratic society. The incitement to violence, armed resistance, intolerance, hatred or an uprising must however be convincingly demonstrated.

In the Declaration of 2 March 2005 of the Committee of Ministers of the Council of Europe on freedom of expression and information in the media in the context of the fight against terrorism, it is also mentioned that “the free and unhindered dissemination of information and ideas in one of the most effective means of promoting understanding and tolerance, which can help prevent or combat terrorism”. The Declaration especially recalls that states cannot adopt measures with would impose restrictions on freedom of expression and information going beyond what is permitted by Article10 of the European Convention on Human Rights, unless under the strict conditions laid down in Article 15 of the Convention.
  It is emphasised that in their fight against terrorism, states must take care not to adopt measures that are contrary to human rights and fundamental freedoms, including the freedom of expression, which is one of the very pillars of the democratic societies that terrorists seek to destroy (See also the Council of Europe Convention on the Prevention of Terrorism, 16 May 2005, art. 5 and 12)
Manifestly excluded from the protection of Article 10 is incitement to racism and the negation or denial of the holocaust. These forms of expression are excluded from Article 10 protection in application of Article 17 of the Convention: the incitement to racism and nazi-propaganda has been considered as aimed at the destruction of the rights and freedoms of the Convention itself. Such expressions are an unprotected abuse of the right of freedom of expression and are considered as incompatible with the basic ideas of the Convention, as expressed in its preamble, namely justice and peace. Freedom of expression would be deflected from its purposes if it would allowed to be used for ends which are contrary to the text and spirit of the Convention and which, if admitted, would contribute to the destruction of the rights and freedoms guaranteed by the Convention. Applications invoking the protection of Article 10 in order to legitimise incitement to racism or negation of the holocaust have all been declared inadmissible by the former European Commission for Human Rights and more recently also by the European Court. The Court stated explicitly that there is no doubt that the justification of a pro-Nazi policy could not be allowed to enjoy the protection afforded by Article 10. The Court has also formulated the opinion that Article 10 should not be interpreted in such a way as to limit, derogate from or destroy the right of protection against racial discrimination under the UN Convention.
The additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist and xenophobic nature committed through computer systems (Strasbourg 28 January 2003) is in line with the Court’s case law.
 

17.
The security and stability aspects of the Internet can also be interpreted in a human rights context. They could also involve state responsibility under the European Convention on Human Rights if it can be established that the state has failed to take appropriate measures within its power to protect those under its jurisdiction from, for example, personality theft, online fraud, or e-attacks causing loss or damage, for example through spam or virus. 
 

18.
Proactive Internet Governance measures to ensure that states discharge their duties vis-à-vis the public and the common good require international cooperation, for example by developing both appropriate mechanisms – such as the Council of Europe Convention for the protection of individuals with regard to the automatic processing of personal data,
 the Council of Europe Convention on Cybercrime,
  supplemented by the Protocol concerning the criminalisation of acts of a racist and xenophobic nature committed through computer systems, and the Council of Europe Convention on Action against Trafficking in Human Beings
, 
 – and normative texts which elaborate and map out the principles and values of the Internet.
 
 In the Council of Europe, intergovernmental work continues to be carried out at an increasing pace and will provide additional responses to Internet Governance issues, for example in addressing the dangers of new types of cybercrime, and in determining the rights and responsibilities of key actors (governments, industry, civil society) in the information society. 
Professor dr.Yves Poullet (Belgium), Director of the CRID- University of Namur-Belgium:  

Data Protection

The Article 8 ECHR enumerates explicitly Privacy as a fundamental Human Right.  Definitively, this Right was conceived in 1950 mainly as the protection of intimacy, in other words, a “right to opacity”
 and intended to ensure the protection of sensitive data.  Progressively, the right to privacy has become the right to self-determination.  It means the possibility for everyone to determine him or herself the way by which he would like to find his or her way in the society. As previously said, this extension has been made possible because the Convention is deemed as a “living instrument” which ought to be interpreted only in an extensive way (see on these points, notably Tyrer
 and Selmouni
 cases).

It leads progressively to consider that the protection of all data, what might be viewed as “the informational image of the individuals”, has to be ensured, and not only the sensitive ones.  On that point, the Rotaru Case
 judged in ’99 by the European Court of Justice might be quoted.

Internet and more broadly the multiplication of the ICT in the daily life (GPS, RFID, mobile) have radically modified the environment and created new risks for our privacy considered in a broad sense. The last two decades have seen an incredibly fast succession of an impressive number of innovations and technological trends that have led to the forming of a global telecommunications network. This technological development has taken place on an international level without any government or civic movement playing a decisive role and without the problems of a reduction in privacy brought about by these networks being tackled or resolved from the technical point of view.
One might summarise as follows the characteristics of this environment and suggests certain achievements in order to ensure a better protection of the citizens, which are becoming more and more “netizens”
:
The network is multifunctional and tends to link together all existing telecommunication networks. It has invaded our environment and with each passing day it will make further inroads into numerous fields and the objects surrounding us. It multiplies the traces of the ICT services’ usages and the possibility for certain data controllers to control the activities of the Internet’s users. This principle would make it a statutory obligation, wherever possible, for those who use new technologies to develop their professional activities to accept certain additional requirements to re-establish the traditional balance between the parties concerned. The justification is simple – if technology increases the capacity to accumulate, process and communicate information on others and facilitates transactions and administrative operations it is essential that it should also be configured and used to ensure that data subjects, whether as citizens or consumers, enjoy a proportionate benefit from these advances.
  
Many activities which in the past were carried out without any telecommunications network will require such networks to be used in the future. It is not at all unreasonable to think that, in a few years time, most refrigerators will be equipped with intelligent components which will know exactly what food is stored in the refrigerator and when it will be past its sell-by date (thanks to RFID chips). These “intelligent” refrigerators would even be able to take the initiative of displaying on the family TV set targeted advertisements or indeed of contacting supermarkets to obtain offers or order goods. In general, there is a clear tendency to make the objects surrounding us more intelligent by equipping them with a telecommunications terminal. Intelligent terminals, operating in an opaque and complex way, making optional data protection possible.


Today, computers make up the vast majority of telecommunications terminals. Being based on computers , these terminals generate, in a manner completely invisible to their users, many tracks of the telecommunications that pass through them. These tracks are either stored within the terminal or sent over the network, usually without informing the user. The technical means placed at the users’ disposal are incomplete, too complex and configured by default in a way detrimental to the protection of the web surfers’ privacy. Respect for privacy has become an option accessible to people with the time and the knowledge at their disposal. The individual’s relationship with the protection of his or her data has itself become an item of personal information that many players want to possess.


Telecommunications terminals incorporate various technical identifiers that make it possible to “track” the behaviour of the individual on the network. Most industry players do not consider this tracking process a violation of the privacy of the individual if the latter cannot be identified by a contact point. Cookie technology enables a third-party web site, by default, surreptitiously to insert its own identifier into the terminal on a permanent basis so as to be able to track an individual’s behaviour on the internet. 


Telecommunications protocols do not include data protection as a key requirement but as an option generally left to the discretion of manufacturers of the hardware and of the software that incorporates these standards. The idea would be to add to the present Convention No. 108 a special system that imposes on manufacturers of terminal equipment (including software elements incorporated into the terminal) certain obligations aimed at the transparency of its operation and preventing the unfair or illicit use of personal data associated with the connecting to and communicating with the network. It should be noted that these manufacturers are not covered as such by the present directive since they are not controllers of a file. However, as the design of the equipment they supply authorises many processing operations, certain security responsibilities should be imposed on them so as to prevent those operations that could be carried out by third parties in an unfair or illicit manner, and they should be required to ensure transparency since the user of the equipment must be able to exercise a certain amount of control over the data flows generated by its use. 


The telecommunications operators are market newcomers and lack professionalism and training with regard to the protection of privacy. There are no binding rules that make a knowledge of data protection a key requirement for being allowed to access the occupation of a telecommunications operator. 

           Finally we might point out the global character of the Internet. due to the global nature of the modern networks and the absence of as regards the infrastructure frontiers, the processing operated by persons located outside of the national borders might directly affect our privacy by sending spywares, transmitting data to third parties through invisible hyperlinks or addressing unsolicited mails through the web, etc.  The abolition of national borders makes necessary a common approach of the Data Protection principles and their possible enforcement beyond the frontiers. The WSIS has clearly pleaded in favour of an international recognisance of the Privacy Protection. The example of the Council of Europe Convention on Cybercrime ratified by countries outside of Europe might be a good model for achieving this goal.  
The Council of Europe case-law has defined progressively the right balance between Data Protection and public security. We may recall in this context the fundamental verdict of the European Court of Human Rights, known as the Klass verdict of 6th September 1978, in which the Court recognized the discretionary powers of Member States with regard to the choice of surveillance systems to which they might have recourse, while underlining that such discretionary power was not to be used arbitrarily: “Conscious of the danger inherent within such a law of undermining or even destroying the very democracy it seeks to defend, the Court affirms that they (the Member States, tr.) may not, in the name of the war against espionage and terrorism, simply introduce any measure they might deem appropriate … The principle question which arises at this juncture, on the basis of Article 8, consists in knowing whether the terms of paragraph 2 are sufficient to justify the unwarrantable interference so far observed. By providing for an exception to a right that is guaranteed under the Convention, this paragraph calls for the very strictest of interpretations. The power to place citizens under secret surveillance, one so characteristic of the “police state” is, according to the Convention, tolerable only with regard to such measures as are strictly necessary for the safeguarding of democratic institutions.” . As asserted by the European Strasbourg Court of Justice
, the legitimacy of data processing rests on an examination of transparency and proportionality
: do the risks to the security of the State, or the protection of its citizens justify an all-round regime of data tracing? To what extent? If the processing is needed, are the conditions of such processing sufficiently clearly defined in the public regulation?  And finally, do we have an efficient independent authority in order to investigate and to help to fix the adequate balance between Public Security and Privacy in concrete cases? These three conditions laid down by the Council of Europe must be recalled at the moment where the fight against cybercrime is affirmed as a priority without which society’s very survival is at risk. Thus, in the name of security, and strengthened in an opinion that is constantly being relayed and amplified by the media, politicians at the National or European level are hurriedly preparing legislation to increase judicial and police powers in order to wage war on cybercrime. 
Conclusions and further action

 

19.
The European Convention on Human Rights and other Council of Europe instruments, including the Cybercrime Convention (with its global vocation), certainly provide a framework, at the European level, for examining state responsibilities and guiding state policies regarding the Internet, and the European Court of Human Rights’ case law will undoubtedly soon provide some practical responses to Internet Governance issues. 

 

Mrs Hanne Sophie Greve, Justice (Norway), former judge at the European Court of Human Rights:

In Europe the supranational legal system in defence of human rights is advanced also in terms of enforcement. It is recalled that Europe had particularly tough lessons to learn after the wounds European States had inflicted on her peoples in the twentieth century. 
Other continents not yet having the same enforcement mechanisms for human rights in place as those in Europe, do however have a shared set of core values as spelled out in the Preambles to the Charter of the United Nations and the Universal Declaration of Human Rights. This ought to suffice to have acceptance for bringing in the European experience and case-law as a meaningful reference for every party to the global discussion about the Internet.

 

20.
The Council of Europe’s other standard-setting documents also offer guidance and contribute to responding to Internet Governance issues. Moreover, areas might be identified in respect of which the adequate response could be a binding international instrument. 
 

21.
However, much remains to be done and there are still many unanswered questions regarding the interpretation of rights in online situations which the IGF discussions could help to explore and map out. Important issues to address, and their human rights implications, include the privacy of correspondence or communications over the Internet (for example how a state should deal with third party interference) and the right to freedom of expression and information (for example censorship by non-state actors such as Internet service providers regarding their notice and takedown actions). Security and stability related issues should also continue to be examined from a human rights perspective. 
 

22.
Multi-stakeholder cooperation will no doubt remain the best way forward to respond to many of these issues. Nevertheless, in the same way the international community has applied sanctions to certain countries for their conduct in respect, for example, of armed conflicts or terrorism, there might be scope for concerted international action vis-à-vis states that host (or fail to combat) cyber-criminal or cyber-terrorist activities. This will be particularly relevant as regards activities that endanger the security and stability of the Internet. Such a concerted international approach could serve to discourage unilateral action or inaction on the part of states that may feel that their own responsibility might otherwise be engaged. 
 

23.
A state can discharge many of its responsibilities by promoting new forms of solidarity, partnership and cooperation. Through open discussions and exchanges of information, a multi-stakeholder governance approach will help to shape regulatory and non-regulatory models and address challenges and problems arising from the rapid development of the information society.
 
Professor dr.Yves Poullet (Belgium), Director of the CRID- University of Namur-Belgium:  


 This multi-stakeholders approach might be held as a substitute to the traditional “representative and national democracy”, this latter considered as unable to face the umber of questions challenges of a global Information Society”. It rises however a certain number of questions. So it seems that the distinction between the prominent roles played, from one part, by the national States in the definition of the public policy and, from the other part, by the private actors as regards the technical and economic aspects maintains might be questioned insofar all the societal aspects including the technology and the economic developments are interrelated and might not be dissociated as previously shown. The procedures by which this new governance model might function are not defined and one might fear that the partners playing in this multi-stakeholders’ democracy are not on equal footing. Amongst the States, it is quite obvious that certain powerful countries might impose to others their points of view. Certain commentators are denunciating the lack of international organisations joining together the Civil Society Associations at a global level and thus their intrinsic weakness in the global dialogue.
24.
In this context, from an international law perspective, it can be said that ICANN operates de facto by delegation on behalf of the international community and, ultimately, on behalf of each of the states and other stakeholders that make up the Internet community. On the basis of this construction, current arrangements can be maintained but, for this to be a satisfactory solution, governments should ensure that there are safeguards in place so that ICANN conforms to the highest standards; only in this way can states be satisfied that they will not be held accountable for shortcomings that could have been avoided. 
Professor dr.Yves Poullet (Belgium), Director of the CRID- University of Namur-Belgium:  

The approach that we do promote induces a clear partition of the responsibilities of the State, from one part, and the private sector and other interested parties, from the other part, in the regulatory process: the legislative authorities have to fix the essential public policy objectives, when the means, by which they are met, are fixed together by the public and the private sectors.  The private sector is mainly responsible for defining apart from the end result and objectives fixed by the legislative instruments, shortly to answer to the question: “How to implement them?”  This partition of responsibilities is at our opinion that promoted also by the WSIS Declaration of Principles when this Declaration asserts (Point 49): “Policy authorities for Internet related public policy is the sovereign right of States … the private sector has had and should continue to have an important role in the development of the Internet, both the technical and economic fields”. So, it is clear with the European text that public and private orderings are not on the same footing.  There is a sort of hierarchy insofar the co-regulation is viewed not as substitute to the public intervention but as a way to achieve (choice of the means) the end objectives imposed by the framework fixed by the State.

25.
Therefore, it is worth underlining once again that delegation does not preclude the responsibility of individual states under international human rights law. In consequence, adequate oversight is necessary. Given that it would not be practicable for each and every state concerned to exercise such oversight, ICANN (or any other body entrusted with Internet Governance functions globally) should ultimately be answerable to the international community. 

 

Mrs Hanne Sophie Greve, Justice (Norway), former judge at the European Court of Human Rights:

It is never justified or acceptable to erode the rule of law or to undermine human rights by delegation. The advent and existence of the Internet forms no exception in this respect and there is no reason why it should. It is furthermore, expected that every State is able to control and oblige every actor on its territory and within is jurisdiction. The case-law of the European Court of Human Rights makes stringent demands on States in this respect.

 
26.
Overall, the Internet is an extension of our existing public spaces which transcends national jurisdictions and political sensibilities. It has shown itself to be a forum of choice for freedom of expression, global communication, disclosure of information and transparency – all basic elements fundamental to democratic ideals.
Professor dr.Yves Poullet (Belgium), Director of the CRID- University of Namur-Belgium:  

Article 10 of the European Convention guarantees to everyone the right to freedom of expression, including the freedom to hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers.
As regards Privacy Protection, it must be recognised that the use of new technologies multiplies the amount of data and the individuals capable of accessing it, increases the power of those who collect and process it, and bridges frontiers. A further factor to be taken into account is the complexity and opacity of this technology. A third party – be it the terminal or the network – now intervenes between individual and data controller. Informational self-determination calls for a measure of control over this third party. That implies a control of the international standardisation bodies (like W3C or IETF) which define the Internet protocols and therefore permit major threats to our Privacy. Finally like  as regards the freedom of expression, is claimed a global consensus on Privacy principles and on their enforcement.

27.
To conclude, the Council of Europe takes the view that it is of primary importance to draw on international conventions and practices when bringing all stakeholders together within a framework of shared expectations regarding the Internet and its governance. This will offer the most democratically acceptable way forward. 
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� EHCR, 4 May 1999, Rotaru v. Romania.


� For a complete description, read Y.POULLET and J.M. DINANT, Self –determination in an Information Society, Report on the application of Data Protection Principles to the worldwide Telecommunications networks, Report for the Consultative Committee of the Convention for the protection of individuals with regard to automatic processing of personal Data (T-PD), Strasbourg, Nov. 2004, available on the Council of Europe website.


� In this respect, the firm case law of the Council of Europe, D. Yernault, From fiction to reality: the global electronic spying program; Echelon, and the international responsibility of the States with regard to the European Convention on Human Rights, Belgian Review of International Law, 2000, p. 198 and following. Recently concerning wiretapping, condemnation on the part of the United Kingdom, simple circulars from the Home Office clarifying the questions for wiretapping, the report of the Commission of January 14th 1998, Aff. Govell versus the United Kingdom, § 62 and especially the Court ruling in the case Khan versus the United Kingdom, May 12th 2000, § 27.


� Concerning these first two conditions, we draw attention to the Malone ruling of August 2nd 1984: “The law must employ terms that are sufficiently clear to show everyone in a sufficient way and under what conditions it authorizes the authorities to exercise such a secret infringement” and that of Leander of March 26th 1987: “In a system applicable to all citizens, ... the law must employ terms that are sufficiently clear to show them in an adequate way in what circumstances and under what conditions, it authorizes the authorities to interfere in this secret, and virtually dangerous way, in their private lives… The law itself must define the extent of the power attributed to the competent authority with sufficient clarity – taking into account the legitimate goal being pursued – in order to provide the individual with adequate protection against arbitrary power”.


� See “Part II. A multi-stakeholder governance approach for building the Information Society: the roles and responsibilities of stakeholders” of the Declaration of the Council of Europe Committee of Ministers on Human Rights and the Rule of Law in the Information Society, 2005 (� HYPERLINK "http://wcd.coe.int/ViewDoc.jsp?id=849061&BackColorInternet=9999CC&BackColorIntranet=FFBB55&BackColorLogged=FFAC75" ��http://wcd.coe.int/ViewDoc.jsp?id=849061&BackColorInternet=9999CC&BackColorIntranet=FFBB55&BackColorLogged=FFAC75�).





