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The Ethical Dimension of the Internet

What are the rights, responsibilities and expected conduct of stakeholders and Internet users with regard to the right to freedom of expression and information and the right to privacy?

Submission of the Council of Europe regarding the public policy issues 

for the first meeting of the Internet Governance Forum (IGF)

With the writing now on the wall as laid down in the outcome documents of the World Summit on the Information Society (WSIS) resulting from Geneva (2003) and Tunis (2005), and considering the array of unresolved and emerging issues concerning Internet content and communications, how can the Internet Governance Forum not address certain specific human rights and fundamental freedoms when the overall objective is to build a “(…) people-centred, inclusive and development-oriented Information Society”
?  
Noting the overarching importance placed on the interdependence and mutual reinforcing relationship between governance and human rights and fundamental freedoms
, the Internet’s evolution (and therefore its governance) is inextricably linked with its positive use and, as a corollary, with the development of a clear framework of rights, responsibilities and conduct, or in other words the development of the ethical dimension of the Internet
 as underlined by the Council of Europe in the Committee of Ministers  Declaration on a European policy for new information technologies, adopted in May 1999
.
The Internet will be best governed by first developing a clearer understanding of such rights, responsibilities and conduct of stakeholders (and users) in order to fulfil the (working definition of) Internet governance as one which is the “(…) development and application by governments, the private sector and civil society, in their respective roles, of shared principles, norms, rules, decision-making procedures, and programmes that shape the evolution and use of the Internet.”

Many of the short listed public-policy themes
 which emerged from the first IGF consultation meeting in Geneva on 16 and 17 February 2006 clearly reflect and underline the need to address certain specific human rights, such as:

· the protection of personal data
 and the right to private life
 
 which are clearly challenged by spam and by the inability of the general public to understand and effectively use and control the technology itself to suit their privacy needs (e.g. regarding the privacy options offered by Internet browsers/navigators) thereby multiplying the amount of, and accessibility to, data and increasing the power of those who collect and process it; 
· the right to freedom of and access to information
, the prohibition of discrimination
 and the right to education
 which are all directly affected by the lack of multilingualism of the Internet or will be affected by the manner in which multilingualism will develop; 
· data protection and the right to privacy which are the driving force behind the debate on the cyber-security of information and networks and also Internet crime
 both of which challenge the positive use of the Internet
; 
· the right to freedom of expression and information is challenged by inter alia the results of dominant search engines which arguably produce results/listings favourable to business and political interests that are presented in a rather opaque (transparency deficit) manner
. A similar situation arises when private sector actors block access to content either by providing users with misleading reasons for doing so or by not providing any information whatsoever. 
Internet governance will always need to address issues which may be considered (politically) controversial as Chairman Desai suggested in the first consultation meeting on the IGF in February 2006. The “evolution and use of the Internet”
 requires attention to these issues, especially now that its economic value and political interest have been firmly entrenched. 
Internet requires an ethical framework dimension to the Internet based on rights, responsibilities and conduct which respect human rights
. Such a framework requires clear thinking regarding the functioning of, and balance between, public-policy issues, key human rights, in particular the right to freedom of expression/information and the right to privacy/data protection, and respect for the rule of law, in the Information Society
 
.

This work will also permit a number of interconnected governance issues to be addressed at the same time such as stakeholder responsibilities (e.g. regarding literacy
 and education, including citizenship and human rights education) and conduct (e.g. critical and responsible use of Internet, filters and controls to limit access) regarding harmful Internet content which European case-law on freedom of expression
 and data protection is beginning to address
. In this context, other important issues could be addressed, such as cybercrime
, acts
 and speech
 of a racist and xenophobic nature and children’s use of, and inclusion in
, the Information Society
.
In conclusion, it is proposed that the IGF addresses the rights, responsibilities and expected conduct of stakeholders (and users) as part of the ethical dimension of the Internet with respect to human rights, in particular the right to freedom of expression/information and the right to privacy/data protection. A useful starting point for reflection on this dimension is the 1999 Council of Europe Declaration on a European policy for new information technologies (brought up to date with other key work of the Council of Europe such as the Committee of Ministers Declaration on Human Rights and the Rule of Law in the Information Society). Efforts in this direction will bring clarity and shape to the Internet thereby facilitating better governance. In this respect, the Council of Europe stands ready to assist the IGF in its work on these matters. 

� Paragraph 72 of the Tunis Agenda for the Information Society refers to the creation of a  new forum for multi-stakeholder policy dialogue, namely the Internet Governance Forum (IGF), whose mandate includes: discussion on public policy issues related to key elements of Internet Governance in order to foster the sustainability, robustness, security, stability and development of the Internet; discourse between bodies dealing with different cross-cutting international public policies regarding the Internet; promotion and assessment of the embodiment of WSIS principles in the Internet governance processes; helping to find solutions to the issues arising from the use and misuse of the Internet, of particular concern to everyday users.





� Declaration of Principles, para 1.





� Declaration of Principles, para 3.





� WSIS Tunis final documents reaffirm the resolution to address the ethical dimensions of the IS (para 9 Tunis Commitments document).


� This Declaration was a response to the Council of Europe Second Summit, held in Strasbourg in 1997, to develop a European policy for the application of new information technologies with a view to ensuring respect for human rights, promoting cultural diversity, fostering freedom of expression and information and maximising the educational and cultural potential of these technologies. 


� Tunis Agenda for the Information Society, para 34.





� I.e. Spam, multilingualism, cybercrime, data protection and the right to privacy, and the freedom of expression, international interconnection costs, bridging the digital divide: access and policies, and  financing, rules for e-commerce, e-business and consumer protection.





� 1981 Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data.





� Article 8 of the European Convention on Human Rights.





� Council of Europe Recommendation No.R (99) 5 of the Committee of Ministers on the protection of privacy on the Internet, adopted 23 February 1999, establishes guidelines/principles of fair practice for users and Internet service providers.





� Article 10 of the European Convention on Human Rights.





� Article 14 of the European Convention on Human Rights; Article 1, Protocol 12, European Convention on Human Rights.





� Article 2 of Protocol No.1 to the European Convention on Human Rights.





� Convention on Cybercrime (CETS 185).





� WSIS Tunis final documents reiterate the commitment to the positive uses of the Internet and other ICTs and to take appropriate actions and preventive measures, as determined by law, against abusive uses of ICTs as mentioned under the Ethical Dimensions of the Information Society of the Geneva Declaration of Principles and Plan of Action (para 43 Tunis Agenda document).





� Search Engines: Seek and Ye Shall Find? The Position of  Search Engines and the Law by Nico Van Eijk, Iris Plus Legal Observations, European Audiovisual Observatory.





� “A working definition of Internet governance is the development and application by governments, the private sector and civil society, in their respective roles, of shared principles, norms, rules, decision-making procedures, and programmes that shape the evolution and use of the Internet” (para 34,  Tunis Agenda for the Information Society).





� The IGF mandate refers to inter alia “(h)elp to find solutions to the issues arising from the use and misuse of the Internet, of particular concern to everyday users, Para 72, item k of the Tunis Agenda for the Information Society.





� Such thinking has already started in the Council of Europe (i.e. Council of Europe Declaration on Human Rights and the Rule of Law in the Information Society, adopted by the Committee of Ministers in May 2005.).


 


� Council of Europe Recommendation No.R (99) 5 of the Committee of Ministers on the protection of privacy on the Internet, adopted 23 February 1999, which establishes guidelines/principles of fair practice for users and Internet service providers, could provide inspiration for the development of such an ethical framework.





� WSIS Tunis final documents recognise ICTs potential to expand access to quality education, to boost literacy etc (para 11 Tunis Commitments document).





� In response to the application of Stephane Laurent Perrin against the United Kingdom (Application no. 5446/03), the Court decided that the applicant’s challenge inadmissible with regard to the right to freedom of expression and information. The Court found the applicant’s complaint under Article 10 to be manifestly ill-founded. The applicant contended, inter alia, that the site in question was operated from the USA where it complied with domestic legislation. The Court held that the fact that the dissemination of the images in question may have been legal in other States, including the USA, did not mean that in proscribing such dissemination within its own territory and in prosecuting and convicting the applicant, the UK had exceeded the margin of appreciation afforded to it. 





The Court considered that the existence of other measures to protect against the harm (such as parental control software packages, making the accessing of the sites illegal and requiring Internet Service Providers (“ISPs”) to block access) had not rendered it disproportionate for the authorities to resort to criminal prosecution, particularly when those other measures have not been shown to be more effective. 





The Court added that the web page at issue was freely available to anyone surfing the Internet and that it included the very type of material which might be sought out by young persons whom the national authorities were trying to protect. 





The Court also observed that it would have been possible for the applicant to avoid the harm and, consequently, the conviction, while still carrying on his business, by ensuring that none of the photographs were available on the free preview page.





� In the Lindqvist judgment of the European Court of Justice (case c-101/01) the Court ruled for the first time on the scope of the Data Protection Directive and freedom of movement for such data on the internet. the court held that the act of referring, on an internet page, to various persons and identifying them by name or by other means (giving their telephone number or information about their working conditions and hobbies) constitutes "the processing of personal data wholly or partly by automatic means". moreover, the court noted that it is for the national authorities and courts responsible for applying the national legislation implementing the directive to ensure a fair balance between the rights and interests in question, including those fundamental rights (i.e. the right to freedom of expression).





� Convention on Cybercrime (CETS 185).





� Additional Protocol To The Convention On Cybercrime, Concerning The Criminalisation Of Acts Of A Racist And Xenophobic Nature Committed Through Computer Systems (CETS 189)..





� Council of Europe Recommendation No.R (97) 20 of the Committee of Ministers on “hate speech”.


� WSIS Tunis final documents reaffirm the commitment to empower young people as key contributors to building an inclusive IS (para 25 Tunis Commitments document).





� WSIS Tunis final documents: (i) recognise the role of ICTs in protecting and enhancing the development of children [and] to protect them from abuse and defend their rights in the context of ICTs (para 24 Tunis Commitments document), and (ii) reaffirm the commitment to incorporating regulatory, self-regulatory, and other effective policies and frameworks to protect children and young people from abuse and exploitation through ICTs into national plans of action and e-strategies (para 90, item q) of Tunis Agenda document).








