OVERVIEW

This is the contribution of CACSUP* on the proposition of three themes judged as having priority for  the first meeting of IGF.CACSUP is a civil society organisation, working on education and ICT in Africa.

Of course, it is not easy to defend one theme against another for all the proposed themes are so interesting and important.

However our humble view, we really think cybersecurity, access and connectivity, and capacity building to be prominent and priority. Thereby we have briefly quoted some specific reasons which sustain our view.

INTERNET SECURITY 

Few years ago, Internet has become a shared good and appears, at the same time, as an enabling and threatening technology. As Internet involves all aspects of human activities (health, education, trade, administration, agriculture, environment…), the whole modern society is today exposed to numerous potential attacks trough Internet. Then, several systems worldwide are frequently targets of attacks with for consequence, the disruption of systems or data, with high financial impacts and other prejudices. The data interceptions, system interferences, illegal access, spyware and identify theft are some harmful actions which our laboratories, research centres, universities, administrations, hospitals, shops, banks etc are potential victims on Internet. So, technical solutions and legal dispositions must urgently be shared or set up in the prospect of a safer information society: One should build a secured information society  and not an information society to secure.

Internet is as an occupied house which is still under construction. While pursuing the construction we are finishing little by little the work and furnishing. Through this analogy the issue on security comes up in this term: Must we secure our house before it finishes or to postpone the security dispositions,  or more to wait until the total completion of construction. As one can see, the care and the common sense recommend that we immediately secure our house by setting up fence, wall, gateway, doors, windows, locks, alarms…

Moreover, measures must be taken so that the security system used to secure our house must not imply some loss of privacy and rights. To ensure, for example, that children are able and allowed  to move freely from their bedrooms to the living or the dinning room, and the house caretaker can have private communications... 

Securing our house as presented before, means the resolution of technical problems related to Internet security. However, always in this analogy, while focussing on security issue of our house, we would like to know where to lodge our complaint when our house has been visited, or tempted to be so, by thieves. What jurisdiction is competent to regard such a prejudice?

In several countries, the reality on the security matter is simply worrying. The luck those countries have to withstand cyber-attacks is their lack of broad bandwidth. The technical and/or legal dispositions for the Internet security issue in these countries are not treated according to the question stakes.

Now as Internet Governance begins really to run,  delaying or postponing Internet security matter will let time to potential perpetrators to disrobe systems and infrastructures, imperilling then, education, businesses, health, then the lives of people over the world . Since Internet Governance begins to set up, it is careful to take measures to secure Internet and other communication networks. We would protect our infrastructures and systems, restoring thus confidence on Internet. Otherwise, one would let time to those who misuse Internet to improve their noxious strategies and capabilities of damaging and disrobing data and network systems at any moment and any place in the world .   

ACCESS AND CONNECTIVITY

The action plan of WSIS retained the connection of people who remain unconnected to global network as a target to reach and a challenge to take up. Indeed, connectivity is essential for every attempt of setting out the Internet Governance process. In fact, as long as a country or community has no access and/or no connectivity to Internet and other communication technologies, it really remains out of the process of information society. The implication and concern of such a country/community on Internet governance process will be senseless as it has no possibility to experiment common solutions of Internet Governance. The issues of access and connectivity to Internet appear as a necessity for any country/regions to become part of the global information society. Unfortunately, it is established that many remote regions in the world have yet great problems of connectivity. Many towns and villages are still without any kind of connection to any shared network.

The constraints of bandwidth, the problem of regulation of Telecommunications/Internet environment and even the political heaviness, constitute in the most developing countries a real threat to Internet access. As we know, there are parts of Internet users which cannot fully enjoy benefits of Internet because they use a low bandwidth which they paradoxically pay excessively expensive. This matter should not wait and appears as a priority otherwise one will focus on a so call global network which excludes a large part of peoples in the world. Besides, the issues such as spam, E-commerce, cyber-criminality  will be more objectively  treated if the whole world disposes upstream of an open and accessible Internet . 

CAPACITY BUILDING

The matter of Internet Governance had just risen on the occasion of WSIS (December 2003).

By its multidimensional nature, Internet includes several fields: Infrastructure and standards,  legal, economic, development, and socio-cultural. A better implication in Internet governance requires a global knowledge of all these aspects of Internet. That poses the problem of capacity building on Internet governance matter, which appears for us as one of the issue to tackle now.

As a result, the aspects of Internet such as TCP/IP, root servers, IXPs, spam, jurisdiction, copyright, digital signatures, taxation, content policy, mutilingualism, education etc, will be known by the whole actors of the process. 

The capacity building on IG issues will also be organised on the benefits of all concerns including populations and community target groups.

It must be a general concern of all stakeholders. In that case, capacity building has no more to be a reserved privilege of certain actors (Diplomats, experts, researchers, businessmen, Telecom operators, ISP, Intellectuals...). It must be considered as a prominent item of all international meeting on Internet, so that it could be more accessible to all communities all around the world. That is the sole condition of making everybody participate in a universal debate on how our common good must be managed. 
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