THEME PROPOSAL #1

a) Theme formulation

“Defining high-level rights and duties of the users of the Internet”

b) Description and motivations

This theme would involve defining and starting a common process through which the IGF, in the next years, could draft a high-level document of principles, stating rights and duties of the users of the Internet – especially individuals, but also other types of users – when they participate in such medium.

This document, building on existing United Nations documents, should turn the Tunis and Geneva agreements into common and implementable principles and guidelines from the point of view of the user, that should in turn serve as broad, non-binding, unifying moral directions in the discussion and solution of all Internet-related policy issues at the IGF and elsewhere.

This document would finally affirm and codify the spirit of the Internet at the level of international organizations, thus eventually matching the visionary inventors of the network with the established global institutions. It would also ensure that some basic principles are applied with uniformity and prevent the establishment of contrasting policies by different organizations or working groups. It would morally lead the development of the Internet at the policy level for the next years, providing a solid foundation for this important work.

c) Conformity with the Tunis Agenda

The Tunis Agenda and Commitment contain numerous reference to human rights and other types of rights of the individual, often named “WSIS principles”, whose implementation is necessary for the realization of the vision of a fair Information Society. In the “Internet Governance” section of the Tunis Agenda, this is so important to be stated at the very beginning, in the opening paragraph 29 and in the first sentence of paragraph 31. The actual declination of the WSIS principles into implementable rights and duties of the individuals is a key step to avoid them remaining on paper forever.

d) Relation to mandate of the IGF

This theme addresses one specific and explicit point of the mandate of the IGF, namely point i) of paragraph 72: “Promote and assess, on an ongoing basis, the embodiment of WSIS principles in Internet Governance processes”.

e) Actors

This being a horizontal theme, all stakeholders are directly affected and involved in it. However, individuals and organizations with specific experience in the discussion of rights – for example, human rights NGOs – should definitely be involved. Also, there already is a great number of online campaigns over the Internet for this kind of document to be developed: it would certainly attract the participation of all the promoters of such efforts.

f) Why now

The output of this process would be a foundation that would support and help the resolution of all open vertical issues, avoiding to repeat again and again the same discussions on some key horizontal principles. It thus would better be done as soon as possible: time spent on it now will be saved doubled in the future.

THEME PROPOSAL #2

a) Theme formulation

“Defining consumer rights in the online purchase and fruition of digital goods”

b) Description and motivations

This theme would involve defining the basic rights that consumers have when purchasing and/or enjoying digital goods online. 

The amazing growth of the online market for digital goods (software, music, movies, e-books...) opens up new opportunities both for business and for access to knowledge; however, it has been accompanied by bitter controversies over the rights that should be recognized to the customer, such as the right to convert the good in other formats, to use it on other devices, to resell it, to share it. Different business models – online purchase, online rental, online license – imply different rights and possibilities. 

New technological developments that control the actions that consumers can make (namely, digital rights/restrictions management (DRM) systems, and “trusted/treacherous computing” architectures) have been designed and deployed unilaterally by the industry, and often refused by the users. Their impact on rights of the consumers such as privacy, freedom of speech and property rights, as well as on global market competition, has never been publicly assessed; some of these technologies could, if badly used, seriously threaten these rights and principles. As a result, the market has thus far failed to self-regulate, causing a spur of legal controversies and increasing concern in the public opinion and in some governments and regulators. 

As this kind of online transactions and technologies are by nature transnational, a common global agreement on the proper characteristics that technical distribution mechanisms must meet, to both allow the commercial exploitation of digital goods by the industry, and the respect of the rights of the consumers, must be reached quickly. This agreement could in turn inform or influence national legislations on this matter, that still need to be developed in almost every country.

c) Conformity with the Tunis Agenda

Several paragraphs of the Tunis Agenda are involved by this theme.

Paragraph 42 reaffirms the commitment to “the freedom to seek, receive and impart information, in particular, for the creation, accumulation and dissemination of knowledge”, that is deeply affected by the technical restrictions posed to enforce the distribution models chosen by the industry.

Paragraph 46 reaffirms the commitment to privacy and access to information.

Paragraph 47 specifically calls for “the development of national consumer protection laws and practices... to protect the right of consumers who purchase goods and services online”, and for “enhanced international cooperation” to help develop such measures.

“Consumer rights” was also one of the priority issues identified by the WGIG in its report.

d) Relation to mandate of the IGF

This theme falls into items a), b) and d) of the mandate of the IGF (paragraph 72), specifically noting that there is no global international organization in the United Nations framework currently tasked with discussing consumer rights.

It also falls into item k), specifically noting that the importance of issues related to online distribution and sharing of digital material to users is paramount, as this is usually one of the few Internet governance issues that regularly “make the headlines” on newspapers.

Due to the impact of user rights in the access to digital knowledge, it could also involve item e).

e) Actors

There definitely is the need to involve the industry that makes and distributes digital goods and/or develops technical measures to this purpose, and the consumer and user organizations that defend the rights of usage of the consumers, including the free software and open content movements. Also rights-related institutions need to be involved, and governmental departments or authorities related to privacy, consumer rights, and anti-trust measures. It could even be expected great and direct participation by individuals from the general public.

f) Why now

The development of technical measures by the industry is now well undergoing, and new developments in this field – such as devices bound to “trusted computing” – should be launched on the market in the next months or few years. It is important that these technologies are publicly assessed before they become a de facto global market standard. Also, these technologies have a significant potential impact both on basic human rights, and on possibilities for knowledge transfer and usage in developing countries; as such, solving this issue is urgent.

Also, this is one of the most heatly debated issues on the Internet, and it could help raise awareness and participation in the forum.

