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About Belarus IGF—=2023 Forum

On November 15, 2023, the Fifth National Internet Governance Forum was IGF (Internet Governance Forum,
held at the Minsk Marriott. With more than 500 participants, it became the Internet Governance Forum)

largest event in the history of the Belarus IGF.
Itis a global platform for the open discussion
of Internet development issues involving all
Representatives from the government, business sector, non-profit stakeholders. The establishment of the IGF
organizations, the technical and academic community, as well as ordinary was announced in 2006 by the
Secretary-General of the United Nations.
Internet users, took part in this unique event for the country. The Forum has Dozens of national and regional Internet
been organized by the company hoster.by since its creation in 2016. Governance Forums are held every year
under the auspices of the United Nations,
including the global IGF, which was organized
The goal of the Belarus IGF is to bring together all stakeholders for the in Kyoto, Japan, in 2023.

consistent development and improvement of Internet security, as well as to
create a conducive environment for the growth of initiatives through

dialogue.

The program of the Forum was compiled based on suggestions from Internet
users. An open call for topics was announced on June 1, 2023, on the
website igf.by. Cybersecurity, personal data protection, digital literacy and
inclusion, as well as combating the spread of misinformation in the media and

other Internet resources, were among the most popular areas.

The Internet Governance Forum is consistently guided by principles such as
the involvement of all stakeholders, openness, transparency, inclusivity, a

bottom-up approach, and a non-profit nature.
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The Program of the Forum

10:00-10:30

10:30-11:15

11:15-12:45

12:45-14:00

14:00-14:45

14:45-16:00

16:00-17:30

17:30-18:00

Opening of the Forum

Plenary session
"The Internet that we want.

Trends, problems, opportunities"

Panel discussion
"How a false agenda is formed in the media,

social networks, and online resources"

Panel discussion

"Digital literacy as a basic information security tool"

Lunch break

Panel discussion
"Crime weapon in your pocket: cybersecurity and how

to protect yourself from threats"

Panel discussion

"Personal data protection: practitioners’ experience"

Closing of the Forum



Organizers and Partners of
Belarus IGF-2023
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Reliable Software Ltd. (hoster.by brand): a provider of cloud solutions for
businesses, a hosting provider, and an expert in information security. It is the
largest registrar of domain names .BY/.BE/J1 and the sole ICANN-accredited
registrar of international domains in the country. A member of international
professional associations such as APTLD (Association of National Top-level
Domains of the Asia-Pacific region) and RIPE NCC (Association of Local

Internet Registrars).

Belarusian Cloud Technologies LLC (beCloud brand): a provider of cloud
solutions operating its own data center. It follows the operator of operators

business model and offers telecommunications services in the B2B sector.
Belarusian State University of Informatics and Radioelectronics: a leading
educational, scientific, and innovative institution in Belarus specializing in
informatics and radioelectronics.

Tochka.by: the online media, Belarusian Internet portal.

Belarusian Telegraph Agency (BELTA): the largest news agency in Belarus,
established over 100 years ago.

Smartpress Information Resource (smartpress.by news portal): an

independent private media organization.

"Pro Business" Online Portal (probusiness.io): the largest Internet platform in
Belarus focused on business and entrepreneurship.




1prof.by is an information portal providing up-to-date information about the
labor market, economy, business, real estate, changes in legislation, as well 1PROF.BY
as other socially significant events in Belarus and the world.

THE FORUM IS HELD
WITH THE SUPPORT OF

MuHucTepcTBO

Ministry of Communications and Informatization of the Republic of Belarus. CBA3N W MHGOpMaTUIaLMM

Pecny6nuku Benapycb

The Ministry of Information of the Republic of Belarus. (‘Q ‘) MukcTeperao uhbopmaLi

Pecny6nuku Benapycb
RIPE NCC is the network coordination center of the European Regional IP
Address Registry, responsible for distributing Internet resources, related Rl?ENcc
registration and coordination of activities aimed at supporting the global
functioning of the Internet.

ICANN is an international corporation responsible for managing domain @

names and IP addresses. ICANN

GFSA, a professional association supporting Internet Governance Forums. iGFSl'\ '?5:25,?‘%“@
nsglll,v?iatinn
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“We all govern the Internet”.
How the YOUTH IGF Forum
was held in Minsk

On November 14, Minsk hosted the Youth Forum on Internet Governance, YOUTH Belarus IGF-2023. This event
was a part of the larger Belarus IGF Internet Governance Forum. Over 120 students and young specialists

gathered at the Belarusian State University of Informatics and Radioelectronics. The participants discussed the
prospects for the development of the World Wide Web together with the representatives of organizations that
play an important role in Internet governance in the post-Soviet space.

|

dy YOUTH

[ IGF i
£l BELARUS [

The Forum was opened by Sergey Povalishev, CEO of
hoster.by. He explained why the event is so important for

the development of the Internet:

— Few people understand what the Internet really is and
who governs it. But in one form or another, we all govern
it. Just under 20 years ago, the UN announced the
creation of the IGF. IGF is not some kind of organization,
but first of all a unique open platform for dialogue
between all parties interested in the development of the
Internet.

Andrey Vorobiev, Director of the Coordination Center for
TLD .RU/.P®, also spoke at the opening of YOUTH IGF. The
organization serves as the national registry in Russia and
establishes rules governing domain registration in .RU and
P® zones. The Center supports educational and social

projects aimed at the development of the Internet.

BELARUS
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In his welcoming speech, Andrey Vorobiev drew

attention to the role of youth in IT:

— Youth shapes the present and defines the future of
any country. In IT, this is manifested most clearly and
expressively: from bold ideas and initiatives to scientific
achievements and practical projects being implemented.
To make the first steps in the field of Internet governance
more confident for the younger generation, national and
regional youth forums and schools on Internet

governance are being held.

Andrey Vorobiev invited the participants of the event to
attend the Youth Russian Internet Governance Forum,
which will be held in early April 2024. The Director of the
Coordination Center for TLD .RU/.P® also offered
Belarusian students the opportunity to study at the

Russian Summer School on Internet Governance.

IPROF:BY



After the opening, Mikhail Anisimov, Senior Manager of

ICANN in Eastern Europe and Central Asia, addressed
the forum. ICANN, an international nonprofit organization
established with the involvement of the U.S. government,
oversees matters related to DNS, IP addresses, and other

aspects of Internet functioning.

Mikhail briefed the participants of YOUTH IGF on Internet
governance and ICANN's role in this process. He
emphasized the challenge posed by different
international organizations being responsible for
individual elements of the system. According to Mikhail,
establishing reliable relationships among all organizations
involved in regulating the Internet is the first step toward
the development of the World Wide Web.

— One of the main advantages of the multilateral model,
he stated, is the absence of a single 'red button' to turn
off the Internet. The diverse voices of various
stakeholders enable the creation of a balanced system

of rules that upholds Internet stability.

Vahan Hovsepyan, External Relations Officer (Central
Asia and Caucasus) at the RIPE NCC, discussed programs
aimed at supporting technical enthusiasts. RIPE NCC, a
regional Internet registrar, distributes Internet resources

and coordinates activities to support Internet functioning.

Hovsepyan highlighted the underutilization of RIPE NCC
opportunities by Belarusians and representatives of other

post-Soviet countries:

— We have very few fellows from this region, and there
are absolutely no applications for grants that could
finance projects to enhance Internet stability. However,
resources are available for this. We could collaborate
with our Belarusian colleagues, organizing training

sessions and webinars.

External Relations Officer at RIPE NCC also addressed
the issue of rapid changes in the labor market. Vahan
Hovsepyan expressed his belief that certain specialties
currently being taught may become obsolete in the
future. He emphasized the necessity for flexibility in
discerning the future's priorities, noting the significant role

of the Internet in this process.

— Currently, the Internet is the driving force and
locomotive of digitalization's development, the creation
of a new social construct, and a novel economic

paradigm, — summarized Vahan Hovsepyan.

At the conclusion of the meeting, the speakers selected
the most outstanding question and awarded memorable

gifts to the most engaged attendees.




Opening of Belarus IGF

Sergey
Zhernosek

Deputy Head of the Operations and
Analysis Center under the President
of the Republic of Belarus

Andrey
Kuntsevich

First Deputy Minister of Information
of the Republic of Belarus

- Pavel
Tkach

First Deputy Minister of Communications
and Informatization of the Republic
of Belarus

Mikhail
Anisimov

»
Global Stakeholder Engagement
Sr. Manager for Eastern Europe
and Central Asia - ICANN
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— Let's take advantage of this platform to exchange experiences, ideas, and
foster connections among all members of the Internet community.

Only by working together we can ensure that the Internet serves as a force for
good, rather than a threat; as a catalyst for development, not a tool for

discrimination; as a wellspring of knowledge, not disinformation.

— Despite the significant threats in cyberspace, such as cybercrime, cyber
espionage, and cyber-attacks, the potential of the Internet continues to grow.
Technologies are advancing, online communication is expanding, offering
new avenues for accessing information and accelerating its dissemination.
This presents us with new and challenging questions. Hopefully, today's

Forum will help to find solutions to these issues.

— One of the significant trends in recent years is the rise in the number of
new user connections. Belarus takes pride in its position as one of the
leading countries in Europe in terms of Fiber-to-the-home and
Fiber-to-the-building penetration. The number of wireless broadband Internet
users already surpasses the population. Additionally, there is a clear trend
towards increased traffic consumption, with this figure having multiplied

tenfold in the last five years.

— The Belarus IGF has consistently remained one of my favorite forums due
to the breadth of discussions and the urgency of the issues raised. | often
reiterate that the Internet Governance Forum is not just an event but rather a
continuous process. The day we convene here marks the culmination of the
tremendous work carried out throughout the year. We engage in ongoing
dialogues about how the Internet should function and how to address related
challenges. ICANN is dedicated to ensuring the sustainability, stability, and

interoperability of the Internet. | hope that today's discussions will contribute

‘A'5

to advancing this important process.




— Itis highly significant for RIPE NCC that events like these are organized _
Vahan ==,

because they shed light on how collective efforts can enhance the Internet. Cac
, oo . Hovsepyan
Just as winemaking is a multifaceted process where every element of each
grape matters, from the skin and pulp to the dust on its surface, similarly, External Relations Officer (Central Asia and
every aspect of the Internet Governance process holds importance. The Caucasus) - RIPE NCC

development of the Internet necessitates collaboration.

— The Belarusian Internet Governance Forum consistently upholds the

fundamental principles of IGF: S(.ergey
Povalishev

1. Multistakeholder Engagement, Openness, and Transparency: CEOQ, Reliable

This entails that our IGF initiative is inclusive of all interested parties. Every Software, Ltd. (hoster.by)

Belarus IGF, without exception, has been conducted with the support of
relevant government ministries and departments. We always receive broad
support from the business community, the technical sector, non-profit

organizations, and regular Internet users.

2. Bottom-up Approach and Inclusivity:

We consistently consider the preferences of the general public when shaping
the Forum's agenda, ensuring it reflects issues pertinent to the community.
Since the inception of Belarus IGF, we have embraced an open solicitation of
proposals for discussions, upon which the agenda is structured.

3. Non-commercial Orientation:
| trust this aspect requires no elaboration, and you weren't asked for your
bank card details during Forum registration. However, if you did, be sure not

to overlook the forthcoming cybersecurity segment :)

* "’ l



PLENARY SESSION

"The Internet that we want.
Trends, challenges,
opportunities”

Moderator:

Igor Ruban

Director of Tochka Digital Group JSC
(online media Tochka.by)

Participants:

Pavel Tkach

First Deputy Minister of Communications and
Informatization of the Republic of Belarus

Evgeny Liplyanin
Representative of the National Center for

Cybersecurity and Cyber Incident Response

Oleg Sedelnik

General Director of Belarusian Cloud
Technologies LLC (beCloud)

Andrey Vorobyov

Director of the Coordination Center
for TLD .RU/.P®

Vahan Hovsepyan

External Relations Officer, Central Asia
and the Caucasus, RIPE NCC

Mikhail Anisimov

Global Stakeholder Engagement Sr. Manager
for Eastern Europe and Central Asia - ICANN
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The Internet is evolving at an unprecedented pace, giving rise to various
concerns. Mikhail Anisimov highlighted several significant threats within the
purview of ICANN's interests, including phishing, malware dissemination, and
issues related to managing subnets utilizing domain names. Furthermore,
ICANN's responsibility to ensure infrastructure adequacy necessitates

attention to the scarcity or absence of root DNS servers in certain countries.

There are also risks associated with potential alternative addressing methods,
such as blockchain-based solutions. Despite the benefits of these
innovations, the possibility of creating domain names resembling those in
traditional systems cannot be discounted. In theory, users could find

themselves navigating a separate "Internet" established by malicious entities.

Andrey Vorobiev emphasized several critical risks, including:

— Fragmentation of the Internet.

— Erosion of trust, including among various computer incident response
centers.

— Educational challenges and a severe shortage of skilled personnel

equipped to address the demands of the digital transformation era.



The expert underscored the vulnerability of small

businesses to staffing shortages.

RIPE NCC representative Vahan Hovsepyan emphasized
the significance of quality in guaranteeing universal
Internet access and preparing infrastructure and
decision-making processes for the next phase of
technological development. He also highlighted the
willingness to offer assistance to Belarusian colleagues
from RIPE NCC if necessary to augment the number of
root DNS servers, which currently stands at two in the

country.

Speaking about Belarus' plans and achievements, First
Deputy Minister of Communications and Informatization
Pavel Tkach noted that last year, the country completed
the construction of fiber-optic communication lines to all
settlements with more than 100 households. By the end
of 2025, coverage will extend to all localities with more
than 50 households. One of the immediate tasks is to
provide broadband Internet access and mobile cellular
telecommunication services to the entire population of
Belarus residing in rural areas. Additionally, efforts are
underway to strengthen standards for communication

services.

Among the trends, there was a significant inclination
towards the "Internet of Things” in terms of the number
of connections. By 2025, the number of devices
connected to the global network is expected to reach
50 billion. On average, there are about 10 Internet-
connected devices per person, and this figure is
projected to increase to 100 in the near future. However,
such a massive volume of connections and traffic is
supported by an infrastructure originally designed for

lower loads.

In continuation of the topic of the "Internet of Things," the
development of 5G technology was addressed. Pavel

Tkach, First Deputy Minister of Communications and

Informatization, pointed out that the deployment of the
fifth generation of mobile communications is currently
uncertain. This uncertainty stems not only from existing
restrictions due to sanctions but also from a global trend
of waning interest in 5G. While the technology offers
several clear advantages, there is a lack of anticipated
rapid growth and clarity regarding its practical

applications.

Increased attention to cybersecurity is another global

trend. It has been emphasized that forming a community,
reducing the number of links in the incident response
process, and streamlining bureaucratic decision-making
processes are important measures. Evgeny Liplyanin
highlighted that the primary vector of attacks targets the
chain of service providers, as they often have lower
levels of protection. The expert underscored the
significance of protecting infrastructure facilities, which is

mandatory for all legal entities in Belarus.

Speaking about the upcoming revision of the IGF format
at the UN General Assembly in 2025, the participants in
the discussion emphasized the importance of aligning
with the needs of the community in addressing Internet
governance issues. They also expressed hope for the
signing of a Global Digital Treaty, aimed at outlining the
general principles of open, free, and secure digital

future.




PANEL DISCUSSION

How a False Agenda is Formed
in the Media, Social Networks,
and Online Resources

Moderator:

Vyacheslav Zenkovich

Director of Smartpress information resource

(smartpress.by )

Participants:

Dmitry Alfer

Co-founder of the online portal about
business and entrepreneurship
"Pro Business" (probusiness.io)

Pavel Tukhto

Editor-in-chief, online media Tochka.by

Alexander Gradyushko

Associate Professor of the Department

of Periodicals and Web Journalism, Faculty
of Journalism, Belarusian State University,
Candidate of Philological Sciences

Antonina Bolobolova
The leading specialist of the editorial office
of BELTA multimedia projects

IGF
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News hoaxes have existed for quite some time, but with the rise of social
networks, messaging apps, and the current global agenda, their prevalence
has significantly increased. This can be attributed to several factors. Firstly,
the widespread use of social networks allows anyone to act as their own
media, disseminating news stories and attention-grabbing headlines without
thoroughly fact-checking the information. Secondly, average internet users
may struggle to distinguish between fake news and genuine information,
given the constant stream of news from various channels, both official and
unofficial, spreading rapidly 24/7. Thirdly, fake news can be deliberately
propagated by interested parties to serve their agendas. For instance, a
single false report about a surge in demand for the dollar could trigger a
collapse in the value of the ruble. The key to verifying such information lies in

engaging critical thinking and avoiding emotional responses.

Pavel Tukhto highlighted the rapid dissemination of internet news,
emphasizing that if unverified information surfaces in the evening and
captures the audience's attention, it can quickly proliferate across social
networks and other online platforms by the next morning. To protect oneself,
it's crucial to rely on reputable sources and, when in doubt, seek confirmation

from official channels.

Antonina Bolobolova shared a checklist outlining how ordinary internet users

can verify information for authenticity:

— Assess the credibility of the source, paying attention to the resource name
and its domain name.
— Scrutinize the news for spelling mistakes and errors.

— Cross-check the information with multiple sources, preferably official ones.

Dmitry Alfer addressed the issue of fake news within business, financial, and
economic media spheres. In summary, he highlighted that in Belarus, such

occurrences are relatively uncommon. Additionally, the Belarusian business
community tends to distrust sensational fake content, preferring to seek out

‘surprising’ business news from primary sources.



Dmitry Alfer addressed the issue of fake news within

business, financial, and economic media spheres. In
summary, he highlighted that in Belarus, such occurrences
are relatively uncommon. Additionally, the Belarusian
business community tends to distrust sensational fake
content, preferring to seek out ‘surprising’ business news

from primary sources.

Alexander Gradyushko highlighted the increasing
significance of media text within social networks and
messaging apps, emphasizing the growing importance of
information verification as a key aspect of training for
young journalists. These fundamentals are now integrated
into the curriculum from the earliest stages of education.
Discussing the media landscape, Alexander pointed out
significant changes since the previous Belarus IGF

touching upon several areas:

— The media system: It is evolving in Belarus and globally.
Previously, discussions at Belarus IGF focused solely on
traditional media, but now the scope includes both
internet resources and social networks, which are not

media.

— Technology and speed: Slow internet connection
speeds present a significant challenge. It's crucial for both
consuming and verifying information. Additionally, speed
plays a vital role in news creation. Previously, journalists
could return home after Belarus IGF and prepare materials
at their own pace. However, now publications need to be
released within an hour. Additionally, it's essential to
broadcast updates online via telegram channels and

social networks.

— Content, presentation methods, media language,
auditing, and media effects: The key focus lies in

engaging readers effectively.

— Content distribution channels, encompassing digital

platforms and algorithms.

All these factors, individually and collectively, pose
challenges in verifying information. People accustomed to
receiving news from social networks often overlook

official sources for verification.

They also addressed the topic of the most dangerous
fake news prevalent in today's agenda. Responding to the
inquiry about which fakes — political or economic — pose
a real threat to Belarus, Antonina Bolobolova observed
that their objective is often to destabilize society, not only
in Belarus but also globally. Political fake news may pose
the greatest threat, as they aim to emotionally unsettle the
public, especially during election years and periods of
heightened conflicts. Presently, we are witnessing an
abundance of such content in the media and on social
networks, often accompanied by emotional, sensational
headlines and even videos depicting military conflicts and
their casualties. When encountering such news, it is
crucial to pause and attempt to verify the original source

or await confirmation from official channels before

reacting.

In the context of the military news received from various
channels, we delved into the advancements in artificial
intelligence and deepfakes. When scrutinizing particularly
sensitive reports, attention should be paid to subtle

13




details. For instance, we may encounter news regarding a
military conflict and its casualties accompanied by a
photograph. Upon closer examination, discrepancies may
arise; for instance, a person in the image may appear to
have six fingers. Such anomalies indicate that the

information being presented may not be entirely reliable.

In conclusion, the question arose regarding whether
artificial intelligence could replace journalists. The
speakers noted that this scenario is unlikely, as current
Al-technologies are still relatively rudimentary and lack
human critical thinking skills necessary for verifying the
reliability of information. Even with artificial intelligence as
a tool for aggregating vast amounts of information from

various sources,

it remains imperative to double-check what is presented
as the truth. Pavel Tukhto shared his recent experience,

recounting how he utilized Al after hearing the news that

BELARUS

Marc Chagall's artwork "Over the Town" was sold at a
Sotheby’s auction in New York for $15.6 million. Pavel
entered the query "Which painting by Marc Chagall is the
most expensive?" The response indicated "Three Brave
Odessans" from 1910, purportedly sold for $14.8 million in
2008. However, it is known that Marc Chagall never

painted such a picture.




PANEL DISCUSSION

Digital Literacy as a Basic
Information Security Tool

Moderator:
Anton Chervinsky

Head of Marketing Service, Smartpress
Information Resource (smartpress.by)

Participants:

Andrey Aleynikov

Public Relations Specialist, .RU/.P® domain
Coordination Center, Chairman of the Youth
Council of the Coordination Center

Andrey Gapanovich

Head of the "Home Meetings" Project at the
Charity Organization "Bound by Good with
Victoria"

Maxim Batskalevich
Participant of the "Home Meetings" Project,
Charity Organization "Bound by Good with
Victoria"

Vliadimir Lebedev

Head of the Educational Activities
Department of the Secretariat of the
Supervisory Board of the Hi-Tech Park

Sergey Kuzmenko
Executive MBA Trainer in Internet Marketing
and PR in Digital Media, Author of Training

Courses, including a Digital Literacy Program,

Lecturer
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Thanks to the Internet, individuals with disabilities can access new knowledge
and opportunities, including finding employment, family, friends and colleagues.
However, not all websites are currently accessible to individuals who are blind.
Andrey Aleynikov, Public Relations Specialist at the .RU/.P® Domain
Coordination Center shared insights on developing modules to support the

visually impaired.

Correctly marking up the structure of web pages, providing audio and text
descriptions for images to be used by screen readers (programs that voice text
on websites), and incorporating alternatives to graphical CAPTCHA ensure
inclusivity for individuals with visual impairments. Developing such a website
requires selecting an experienced contractor who comprehends the scope of
work involved. Additionally, it's crucial to conduct testing with blind individuals

after creating the web page.
Andrey Gapanovich, the head of the "Home Meetings" project at the institution

"Bound by Good with Victoria," echoed the importance of establishing an

accessible environment on the internet. He emphasized that advancements in

15




medicine are increasing the number of lives saved.
However, this progress also leads to a rise in the
population of individuals with disabilities. Thus, while
cerebral palsy may have once been deemed a life
sentence, today, an increasing number of people are living

with this diagnosis.

Andrey Gapanovich highlighted that individuals with
disabilities not only receive social benefits but also
contribute to them. Participants of the "Home Meetings"
project arrange visits to the homes of those who are
isolated due to health reasons, enabling them to

experience live communication.

3yuM UHTEPHET -
yAIPABJIA UM!

There are specialized applications available on the Internet
for communicating with neurodiverse individuals. Andrey
Gapanovich expressed hope that an aggregator of such

applications will soon be available on the bynet.

Belarusian writer and participant of the "Home Meetings"
project, Maxim Batskalevich, shared his experience of
using a computer. Due to his inability to control his hands
and focus his eyes on the screen, existing technigues are
not suitable for him to type texts. It takes Maxim about an
hour to type a single sentence, during which he must hold
onto his thoughts. Maxim remains hopeful that the situation
will improve soon, allowing him to engage in creative

pursuits with less time and energy expended.

The issue of digital inequality was addressed by Viadimir

IGF
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In your opinion, which of these areas requires
priority changes aimed at developing an
inclusive environment?

@ Education

@ Internet

4

Employment opportunities
@ Barrier-free environment

@ Offline community
development

\

In your opinion, is it necessary to pay more
attention to digital literacy and security issues
in the school curriculum?

® Yes

@® Yes, only in the optional
format

No, the training takes
place in sufficient
volume

@® No, this is not a matter of

the school curriculum

Lebedev, the head of the Educational Activities
Department at the Secretariat of the Supervisory Board of
the Hi-Tech Park. Those proficient in the latest
technologies have greater career advancement
opportunities. As artificial intelligence develops, this
inequality will likely worsen, with users equipped with
robots, neural networks, and other advanced tools gaining

even more resources.

Education has the potential to address the issue of digital
inequality. The Hi-Tech Park has initiated the "Informatics
without Borders" project, engaging over 600 kindergartens

and centers. Thousands of children, starting at age 6, are



learning logic, algorithmics, and computer science. The
HTP organizes excursions for older students to its business
incubator and the offices of resident companies, providing
insights into popular professions in IT, artificial intelligence,
and other emerging technologies. Additionally, the Park
trains teachers to incorporate modern practices into

classes for preschoolers and schoolchildren.

Digital literacy education is also essential for teaching both
children and adults how to use social media wisely.
Statistics reveal that young people, on average, spend 7-8

hours per day on social networks.

Sergey Kuzmenko, an Executive MBA business coach
specializing in Internet marketing and PR in digital media,
estimated that, on the scale of Belarus, this amounts to
600 million man-hours per month that could otherwise be

spent on work or study.

Algorithms for forming a news feed in social networks

operate in two main directions:

— Motivating people to spend as much time as possible on
social networks.
— Encouraging the creation of the maximum amount of

content.

Social media content isn't always harmless. For instance,
some bloggers portray themselves as financial experts,
leading people into financial schemes where they end up
losing their money. In China, laws protect residents from
this threat: influencers must verify their education in
medicine or finance before providing related information to
their audience. Sergey Kuzmenko proposed that Belarus
introduce similar laws to safeguard social media users from

individuals falsely claiming expertise in specific fields.




PANEL DISCUSSION

Crime Weapon in Your Pocket:
Cybersecurity and How to
Protect Yourself from Threats

Moderator:

Anton Trostyanko

Head Information Security Department,
Reliable Software Ltd (hoster.by)

Participants:

llya Myachin
Representative of the National Center for

Cybersecurity and Cyber Incident Response

Andrey Vorobyov

Director of the Coordination Center for TLD
RU/.PO

Dmitry Stasyulevich

Head of the Department for Combating
Cybercrime of the Central Internal Affairs
Directorate, Minsk City Executive Committee

Sergey Menshikov
Head of Cybersecurity Department,
Priorbank JSC

Olga llyina

Head of the Legislation Department in the
field of copyright and related rights at the

Department of Legal and Personnel Support,

National Center of Intellectual Property
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Today, without exception, every owner of a smartphone, computer, game

console, or tablet with Internet access becomes a potential target for a
cybercriminal. Phishing sites, calls on behalf of banks, hacking of resources or
devices, and massive DDoS attacks — the variety and number of crimes using
Internet technologies have continued to grow for many years. Consequently, the
requirements for the protection of information systems and the level of digital
literacy of the population are increasing. As noted by llya Myachin, today, not
only companies and industry specialists are involved in information security
processes, but everyone. Currently, Belarus is actively working to increase the
level of cyber hygiene, and the industry itself is developing rapidly, as evidenced
by a number of new documents, including Decree No. 40 "On Cyber Security"
and Decree No. 269 "On measures to counter unauthorized payment

transactions."

The following key problems have been identified in Belarus in the field of

information security:



— Lack of information security specialists.
— Low level of digital literacy in society.
— Prevalence of social engineering and phishing, including

fake websites and fraudulent calls aimed at extorting

money.

Everything is interconnected, and the problem of phishing
and social engineering is a direct result of low cyber
literacy. This issue disproportionately affects the financial
sector, as highlighted by Dmitry Stasyulevich. In the latter
half of 2022, Belarus experienced a surge in fraudulent
calls aimed at stealing funds. This issue remains pertinent,
and active efforts are underway to mitigate such crimes

through two main avenues:

— Issuance of decrees mandating companies in the
banking sector to implement anti-fraud solutions and
measures to protect against DDoS attacks. Additionally,
companies are required to allocate specialists for
round-the-clock monitoring of systems.

— Standardization of mechanisms for incident identification
and investigation to facilitate a quicker response to such

incidents.

An important development was the issuance of Decree No.

269, scheduled to take effect in 2024. This decree grants
representatives of law enforcement agencies access to
banks' automated information processing systems. This
access will enable them to input data on registered
incidents related to fraudulent activities and the use of
social engineering to steal money.

This will enable faster reactions and the acquisition of
necessary information regarding movements on the
accounts of the affected individual. It will also facilitate the
swift blocking of funds for a specified period, thus
preventing the perpetrator from accessing the funds.
However, concerns have arisen regarding potential abuses
of power by law enforcement representatives in this
context. Dmitry reassured that under Decree No. 269,
authorities will not have access to make alterations or
independently block or transfer funds. Their sole
functionality will be to add comments about the incident

along with all relevant details.

Much attention was focused on phishing in Belarus and
potential strategies to counter it. Sergey Menshikov
highlighted that bank and their clients are now the primary
targets of phishers. For instance, at the start of 2023,
Priorbank JSC identified 40-50 phishing resources closely
resembling the bank's official website. To combat this,
options include reaching out to hosting providers or

utilizing specialized services that monitor the emergence




of phishing sites. The main challenge lies in the speed of
blocking such resources. If the domain name and hosting
services are procured within Belarus, the process is
expedited. Conversely, if these services are obtained
outside Belarus (which is often the case), the procedure
becomes more time-consuming. One potential solution
could involve revising the rules governing domain name

registration.

Which is more dangerous: the lack of an
antivirus or an employee who is incompetent
in information security issues?

@ Incompetent staff

@® Equally dangerous
| don't see the pointin
wasting time on security

@ Lack of protective
equipment

Andrey Vorobiev concurred and mentioned that phishing

poses a significant challenge in Russia as well. Out of 6
million domain names in the .RU/.P® zone, tens of
thousands of phishing domains are blocked annually.
There are two primary methods of blocking: state

intervention and a self-regulation mechanism.

The self-regulation mechanism operates through the
collaboration of 12 competent organizations, which furnish

information about domain names identified in phishing

attacks to an accredited Russian registrar. The registrar has

the authority to block these domains. In instances of more
intricate phishing schemes, such as those involving
financial pyramids, resolution is pursued through a state

mechanism, often involving appeals to the Prosecutor

BELARUS

General's Office.

Andrey Vorobiev also proposed a potential effective
solution to the phishing issue: a system where the buyer of
domain names and hosting services is identified through a
unified state platform, similar to "Public Services" in Russia.
This would eradicate the ability to furnish fake documents
and anonymously use services, thereby aiding in the swift

identification of attackers.

We also discussed the topic of copyright, which is crucial to

adhere to when distributing content and software. As an
example, we examined a copy program of an open-source
solution used as a technical means of safeguarding
information. Olga llyina emphasized the importance of first
determining whether a specific open-source product is
protected under copyright law. Following this, it's essential
to review the agreement to ascertain whether it permits
downloading, copying, distributing, and modifying the
technical solution without the explicit consent of the
copyright holder.

Often, open-source products can be distributed and
modified, but only under free terms. However, Olga noted

that copyright protects the external form of expression,



conducted among the audience and agreed that most
leaks are caused by employees - intentionally or
unknowingly. This underscores the importance of
developing cyber culture and educating competent
Internet users from kindergarten through school. After all,
even the most modern technical means of protection will
not prevent leaks if technology is used by employees with
poor education in the fields of digital literacy and

cybersecurity.

particularly in the case of software - the code. If the code is
entirely rewritten, even while preserving identical functions

in the final application, it may not violate copyright.

In conclusion, Andrey Vorobiev, Dmitry Stasyulevich, and

Sergey Menshikov commented on the results of a survey

cerrEn
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PANEL DISCUSSION

Personal data protection:
practitioners’ experience

Moderator:

Vladislav Zhavnerchik

Data Protection Officer (DPO), Reliable
Software, Ltd. (hoster.by)

Participants:

Vitaly Disko

Deputy Head of the Control and Audit
Department, National Personal Data
Protection Center

Nadezhda Shakel

Senior lawyer at "Stepanovsky, Papakul, and
Partners LLC. Legal services" (SP&P),
candidate of legal sciences, associate
professor

Kirill Laptev

Partner at Sorainen Law Firm, member of the
Advisory Council at the National Center for
Personal Data Protection

Mikhail Ratushny

Head of Privacy Team, Data Protection
Officer at Ozone

Maxim Grechanikov

Head of the Information Protection Service,
PATIO CJSC

Dmitry Bondar

Director of Cybersecurity Department,
Alfa-Bank CJSC, DPO
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In 2021, the Law "On Personal Data Protection" came into force in Belarus. At

that time, Belarusian companies did not understand this term and did not
know how to comply with the requirements of the Law. The National Center
for Personal Data Protection was loyal to the operators of personal data: in
the first six months, it did not conduct inspections, but answered requests,
clarified ambiguous questions, and gave practical recommendations. The
Center is currently consulting with operators on the timing of the elimination
of violations and continues to answer operators' questions about the proper

storage and processing of personal data.

Vitaly Disko highlighted that not all personal data operators understand the
importance of processing data correctly. Many operators mistakenly believe
that violations only result in a fine of 50 basic units, unaware of other potential
risks, including reputational, legal, and financial. According to Vitaly, the main
risk is the loss of business. The Center may require the re-collection of
consent from the subjects if it was obtained illegally. This process can cost
tens or hundreds of times more than the fine itself. For instance, Vitaly
mentioned a case where an online resource monetized cookie processing
without user consent. The Center requested that cookies be processed in

compliance with the law, but the costs associated with restructuring the



process were so high that the business ultimately closed
down. This situation might have been prevented if the
individual responsible for personal data processing
(DPO) had conducted a thorough audit of business

processes during the implementation stage.

According to the Law on Personal Data Protection, the

DPO does not have clearly defined responsibilities, as
each organization has its own specificities and scale. The
DPO needs to organize their work in @ manner that does
not hinder business processes while simultaneously
enhancing personal data protection within the company.
Nadezhda Shakel recommended initiating the process
by drafting an inspection plan, as this is the primary task
of the DPO.

Next, it's important to analyze the business processes
and begin creating a register of data processing
activities. If the company already has policies for
processing personal data, it may be sufficient to update

them. Otherwise, engaging an external consultant to

develop them is an option. The key is not to simply copy
regulations from other entities, as they may not be

suitable for different companies.

It is crucial to consider how to address information leaks
or other breaches in personal data processing and to
define the procedure for reporting such incidents to the
National Center for Personal Data Protection. Once these
guidelines are developed, it is essential to ensure that all
employees are acquainted with them and trained on how

to follow the protocols in the event of an incident.

It is imperative to approach employee training with
utmost care. Dmitry Bondar shared Alfa-Bank CJSC's
experience in this regard. Initially, DPOs demonstrated to
employees the potential consequences of mishandling
their personal data. Educational spam calls, SMS, emails,
and social engineering fraud bolstered the personal
motivation of banking professionals. Subsequently, a
competence centers, led by the DPOs, were established.
The responsibilities of those overseeing personal data

processing include:

— Participating in the development of data flow
diagrams.

— Coordinating all contracts and agreements.
— Reviewing access rights to personal data.

— Conducting audits of contractors.

— Analyzing information flows using information security

tools.

PAC]




During this period, regular employees accessed
materials on personal data protection through internal
communication channels and raised queries to experts
via comments. Subsequently, each specialist underwent
a course and underwent an evaluation based on their
performance. Once all bank employees achieved a
satisfactory level, practical training commenced,

simulating attacks on customers' personal data.

What position do you hold in the company?

@® Other

® DPO

Lawyer

Technical Specialist
Business owner/Director

Marketing Specialist

HR

Which of the proposed salaries for a DPO do
you consider fair?

® 2500-5000 BYN

® 1500-2500 BYN
5000-8000 BYN

® up to 1500

® from 8000

After training, the number of events detected by the DLP

system has decreased, and the bank has achieved
compliance with legal requirements regarding personal

data protection.

The section also addressed the issue of joint processing
of personal data. Maxim Grechanikov provided the
following example: during the SMS termination, the
customer transfers the recipient's phone numbers to an

authorized person who organizes the process and sends
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messages.

The authorized person then passes the numbers to the
sub-authorized person, who is the telecommunication
operator responsible for delivering the messages to the

recipients.

How do you see the future of personal data
protection legislation in Belarus?

@ | expect stricter liability
measures and fines

@® Regulation will not
change significantly
Most likely, the

requirements will be
relaxed

What measures, in your opinion, are the most
effective to ensure the personal data
protection in the company?

@® Training and testing of
employees

® Conducting audits and
vulnerability tests of
systems
Creation and updating of

policies and regulations

@ Creation of a system of

rewards and penalties

In this scenario, personal data is transferred twice from
one organization to another. In such a case, the
authorized person must establish agreements on the
joint processing of personal data with both the customer
and the telecommunication operator. Additionally, it's
crucial to ensure that the subcontractor maintains a level
of personal data protection equal to or higher than that

specified in the contract with the customer.



The Law "On Personal Data Protection" delineates four
potential roles in the multi-level processing of personal
data: an independent operator, an operator, an
authorized person, and a sub-authorized person. Kirill
Laptev emphasized that these roles are flexible. For
instance, the same company, based on the objectives of
joint data processing, may function as either an operator
or an independent operator. Moreover, roles can vary
within specific clauses of contracts, underscoring the
significance of drafting each document in alignment with
the delineation of responsibilities and business

procedures.

Personal data is intertwined with the challenge of their
cross-border transfer, which is particularly pertinent for

multinational corporations.

It's impractical for a single legal entity to simultaneously
adhere to the personal data laws of all countries. Mikhail
Ratushny offered a bold solution for global corporations:
dividing business operations into distinct legal entities
across different countries. The suggestion was to
centralize all potential personal data processing activities
within a single legal entity. By compartmentalizing
information flows from various regions, international
companies can more effectively address incidents and

requests from data subjects.

The participants of the session discussed the future
trajectory of Belarusian legislation. Experts unanimously
concurred that the current fine for breaching the Law "On
Personal Data Protection” lacks sufficient deterrent effect
to ensure compliance among operators. In contrast, fines
in other countries are significantly higher, potentially
indicating an impending increase in Belarus as well.
Furthermore, participants predicted a trend towards
localization in Belarusian legislation. Since 2010, as
stipulated by Decree No. 60 issued by the President of
the Republic of Belarus, all businesses engaged in
selling goods or offering services within Belarus must
have their operations hosted within the country's

territory.




Belarus IGF-2023 in numbers

The Number of participants Gender composition of participants

504

participants

@ Registered — 634 ® Men
® Attended — 504 ® Women
® Attended taking into account YOUTH IGF — 628

Will you visit the IGF Belarus next year? Composition by stakeholder groups

o N

Business

@ | will definitely visit

@ I'd rather visit than not Government agencies and

® 'l think about visiting organizations

® No Academic community

@® Didn’t answer Gline

Non-profit organizations



Which Forum section did you find most
interesting?

Expenses for organizing Belarus IGF-2023
(€18,393%)

All the sections were very interesting

Personal data protection: practitioners’ experience

The Internet that we want. Trends, problems,
opportunities

Digital literacy as a basic information security tool

How a false agenda is formed in the media, social
networks, and online resources

® Crime weapon in your pocket: cybersecurity and how to
protect yourself from threats

® Didn’t answer

In conclusion

The Internet Governance Forum 2023 has once again

underscored the significance and timeliness of an open

dialogue concerning the Internet's development in Belarus.

Currently, there are no alternative platforms in the country
that allow representatives from all interested parties to

engage in such comprehensive discussions.

@ Reliable Software Ltd (hoster.by) €14,758
@® RIPE NCC €2,000
® Belarusian Cloud Technologies LLC (beCloud) €1,635*

YAt the exchange rate of the National Bank of the
Republic of Belarus on November 15, 2023

The organizers of the Internet Governance Forum remain
committed to exerting every effort to unite stakeholders
and enhance dialogue, aligning with the global principles
of IGF and maintaining the traditionally high level of

organization for Belarus.
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"MHTepHeT, KOTOpbIi

Mbl XOTUM": B MUHCKe

cocrtosanca popym
Belarus IGF-2023

e Masen AGpamosuy

©18:32, 15 ronbpn 2023

@opym no ynpasneHHio HHTEPHETOM
(Belarus IGF) npowen e cpegy, 15

HoRb6ps, B 6enopyccKoi cTonuye.

MnaeHele acnexTb! pasBHTHA HHTEPHETA
o6Ccyauny NnpeCTasnTeNH rocygapcTea,

6u3Heca, HeKOMMEPYECKHX
OpraHM3ayMii TEXHHYECKOro W
aKageMHJYecKoro coo&ueem.

dopyM No ynpasBneHnic MHTEPHETOM

(The Internet Governance Forum, IGF)
nposoanTca B MWHCKE yXKe B NATLIA

pas.

310 MaclUTabHOe MeponpUATHE He
ABNACTCA "3aKPbiTbIM KNy6oM'. Ero
Waea COCTOMT B TOM, 4T06bI GbiThb NO-
HACTOAWEMY OTKPbITON NAOLaAKoK

ansA obeyxaeHnA npobnem, CBAIAHHBIX

C CYLLECTBOBAHMEM W yNpaBfeHuem
WHTEpHeToM B benapycu 1 Bo BceM
Mupe.

Tako# 6bina UaHavanbHan KoHUenuus
¢opyma, v oHa OCTAETCA HEM3MEHHOR,
aTMeuaeT resaupexTop 000
"HapexHble nporpammbl” (6peHg
hoster.by) Cepreil Moganuwes.
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CYLECTBOBAHWA MCKYCCTBEHHOMO
MHTENNeKTa U hoPMUPOBAHUA NOXKHON
nosecTku B CMW, couceTax u
WHTEpHET-pecypcax.

HenocpepcTeeHHo y4acTue B pabote
robuneiiHoro, natoro, Gopyma no
YNpaeneHuio MHTEPHETOM NPUHANK
npeacTaBuTenu ONepaTUBHO-
aHaNWTUYECKOro LUeHTpa npu
MNpeaupeHTe Benapycy,
HauunoHanbHoro LeHTpa obecneyeHus
Kn6ep6eaonacHoCTU U pearupoBaHus
Ha KuGepuHUWAEHTbI, MiUHUHGOpMa 1
Muuceaaun.

MoMUMO Genopyccknx aKcnepToe B
chepe MHTEpHETa B MEPONPUATIAN
TaKxe yqyacTBOBanu npecraguTenu
MEeXAYHaPOAHbLIX KOMNaHHA,
HaNPAMYIO CBASAHHbBIX C MHTEPHETOM:
KoopaWHaUMOHHOro UeHTpa AOMEHOB
“.RU"/".P®’, Kopnopaliuu no
YyNpasneHuo AOMEHHLIMK UMEHAMU 1
IP-appecamu (ICANN),
KoopAWHaUMOHHOro UeHTpa
pacnpeaeneHus pecypcos ceti
WHTepHeT B EBpOneicKomM pernoHe
(RIPE NCC).

OTtcyTtcTBMe nopsaKa Ha
PYKY TONbKO
MOLLUEHHUKaM

YyacTHuku Belarus IGF-2023 6binu
EAMHOAYLWHbI B TOM, YTO MHTEPHET cTan
HEe TONbKO BaXHellwen yacTbo
MMpOBOﬁ NONUTUKKW, IKOHOMMKHK K
HWU3HK OﬁLI.LECTBa. HO W MCTOYMHUKOM
HOBBIX Yrpos. U 6e3 Hagnexalero
PErynupoBaHua aToi chepbl BOSHUKHET
ToTanbHbli Becnpeaen, KOTopbid ByayT
NPUBETCTBORATL OAHM NKLLb
NPecTYNHWKHN.

[Apyroe feno, Kakum 6biTb aTOMY
perynupoBanmnio, — BONpOC OCTAETCA
OTKPBITLIM B NPeAenax oTAeNbHbIX
CTPaH U Ha HAAHALMOHANBHOM YPOBHE.

=

: Masen Pycak / Tochka.by

WUmerHo hoster.by, KoTopbii
obcnyxuBaeTt 6onee 60% Beex
Genopycckux caitTos, ABnaeTcs
MOEAHbIM BAOXHOBUTENEM K
OpraHU3aTopPOM flaHHOTO
MEPONPUATHUA.

Cnepyer TaKke OTMeTWTb, uTo Belarus
IGF #BNSeTCA YacTbio rnobanbHoM
MHULMATKELI. Tak, B 2006 roay
leHepanbHbiil cekpeTapb OOH o6baBun
0 cospaHnn Gopyma no yrpasneHno
MHTEPHETOM.

MoBecTKa cnoXHas, Kak
M CaM UHTEepHeT

Wpes Belarus IGF ocTaeTca npexHed,
Yero Henb3A CKasaTb O NporpaMme
MepOnNpUATUA.

C kawabIM rogoM oHa CTaHOBMTCA He
MPOCTO HacbilUEHHEE — OHa MEHASTCH,
ycnoxHaeTea. Mo obliemy MHeHuo
Y4acTHUKOB (opyma, 310
CBMAETENLCTBYET O PasBUTUM CAMOT0
MHTEpHEeTa.
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®oro: MNasen Pycak / Tochka, by

Momumo rno6ansHoil 3agauu Gopyma —
onpefeneHns Toro, Kak U B Kakom
HanpaeneHuu byeT pasBuBaTbhCA
WHTepHeT — Ha Belarus IGF B atom roay
obcyaanuck B TOM YKWCne BONpochl
3alUUTLI NepcoHanbHbIX AaHHbIX U
kubepbezonacHocTu, npobnemsl
unppoBoiA rpaMoTHOCTH,
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OfIHO pa3yMHOe NpaBUTeNbLCTBO He
AacT cefe camoyCTPaHNTLCA U3 3TOMA
cepbl, Befib B pesynbTaTe MrHOBEHHO
nocTpagaer ece o6l ecTso.

K npumepy, 6enopycckui
HaumoHanbHbli LeHTp 3aluTbl
nepcoHanbHbiX AaHHbIX 3a ABa rofa
cBoeil paboTbl yAGNUN cBbiWwe 22 MNH
3anuceil C He3aakoHHO AOBBITEIMK U
pacnpocTpaHeHHbIMW NepCoHanbHbIMKU
AaHHbIMK XuTenei benapycu. Us Hux -
1,7 MNH YHUKaNbHbIX 3anuced, 6onee
220 Thic. 3anKcen NepcoHanbHbIX
AaHHbIX HECOBEPLLEHHONETHUX 1 Bonee
5 Thic. sanuced cTyaeHToB. MNpu atom
UEHTP BbifBUA, 4T Gonblue BCEro
yTeuek Takux CBefleHuin fonyckataT
KOMNaHuK 3 cohepbl peteiina.

B mupoBom maciitabe, rae MHTEpHeT
TOXE Yy>Xe NpaBuT BCEM, B TOM “KUCne
Yyepes UWPppoBYIO IKOHOMMUKY,
npaBWTeNbCTBa PasHbIX CTpaH
nbiTaloTeA paspaboTaTh 06WMIA CBOJ,
NpaBun No ero perynmpoBaHnio.

Bo3MOoXHO, Tak HasbiBaeMan
KoHuenuws koHeeHuuu OOH no
GesonacHomy UHTepHeTY obpeTeT
$opMYy FOPMANYECKH 3HAYMMOTO
MEXYHaPOAHOIO COrnalleHun yxe
COBCEM CKOPO. ECNK 3Ty KOHBEHLUIO
nognuLLET 60NbLIKMHCTBO CTPaH, TO
WHTEPHET MOXeT cTaTb Gonee
LUMBUNM30BAHHLIM W 6e3BpefHbIM.
KcraTtm, paspaboTkoi KoHuenyum
3aHumaeTcA u Poccus. Tak, B8 2017 rogy
npoeKT GbiN NpeAcTaBneH Ana
paccMOTPEHUS Ha BCTPeYe MMHUCTPOB
CBA3KU U TENEKOMMYHUKaLIWA cTpaH
BPUKC.

Benopycbl B Mupe
MHTepHeTa

Bonpoc konuvecTea Bcerga bbin
BaHbIM ANA Tako# rnobansHoi ceTy,
KaK UHTepHeT.

Ecnw roeopuTs 0 Benapycw, To no
COCTOAHUIO Ha Havano 2023 ropga B
Hallel cTpaHe HacyMTbiBanocs 8,27
M/TH MHTEepHeT-NoNbL3oBaTeNnen.

Takue faHHble NPUBOAATCA B
MexayHapoaHom oTyeTe Digital 2023:
Belarus.

B peaynbTate aToro NpoOHMKHOBEHUE
WHTepHeTa (COOTHOWeHWe KonuyecTea
WHTepHeT-nonk3oBaTenei K obuien
YWCNEHHOCTW HaceneHus) cocTaBuno
noytK B6,9%, yto Ha 1,8 n.n. 6onbiue,
4Yem B NPowWNoM rogy.

JAns cpaBHEHMA: NPOHMKHOBEHWE
uHTepHeTa B Poccum cocTaennet 88,2%,
KasaxcraHe — 90,9%, Monblue — 88,4%,
TNutee - 88,9%, Nateun — 92,4%,
YkpauHe — 79,2%.

Moro: Nasen Pycak / Tochka.by

MpeacTaBUTENM rOCOPraHoB, KOTOpble
yyacTeoBanu g pabore Belarus IGF-
2023, noaTBepAWnn, YTO CNPaBATCA C
nocTaBneHHoM rnaeoii rocyaapcTea
3afavei obecnevynTb B CENLCKOR
MECTHOCTH LUIMPOKONONOCHBIA AOCTYN B
WHTepHeT fo 2025 roga.

KOHEUHO e, 3TO No3BoNMT ewle
6onblue paclUMpUTL ayAMTOPHIO
MHTEpHeT-nonb3oBatenen B Genapycw,
@ 3HaYMT, NOAHATL W NOBLICKTb
NPOHUKHOBEHWE UHTEPHETA,

Y4acTHUKW MUHCKoro dopyma no
YNPaBNEeHNIO MHTEPHETOM TaKXe
nogyepkneany HeobxoqMMocTb
NOBbILLEHWA Ka4YecTBa MHTepHeTa B
npefenax oTaeNbHbIX rocyfapcTe/
PErvoHoB W Lienoro Mupa.

Mpu aTOM KavecTBO UHTepHETa BoobLe
HE CBOAWTCA K OAHOM NULLb ero
CKOPOCTH (KCTaTH, HakaHyHe dopyma
CTano W3BecTHO, YTO AKCnAyaTaLusa
OMNTOBONOKOHHOMO MHTEPHeT-Kabens ¢
BbiCOYallel B MUpe CKOPOCTbIO
nepeaayn gauHelx 8 1,2 tepabura B
ceKkyHay Havanack B Kutae). A 3aBucuT
OT MHOMXeECTBa Belel, HaunHan oT
KavecTBa NpoBeieHHbIX
KOMMYHUKALWA M 3aKaHYMBas
KavyecTBOM CeTeBOro/nporpaMmMHoro
obopyaosaHns.

Ha nopore
¢parmeHTaymum, no
KoneHo B eikax

3KcnepTbl U yyacTHWUKK Belarus IGF-
2023 cornacHsl ¢ popmynoi: "OauH
MUP — OAWH UHTEPHET", O YeM OHKN
OTKPbITO 3aABNANU.

OfHaKo Mbl WBEM B YAMBUTENbHOE
BpeMs, U Tenepb BCe Yallle pasfaioTtcs
ronoca o TOM, 4To MUPY, @ TOYHee,
WHTEPHETY, rPO3UT parmeHTaLus.

3Ty TeMy Aaxe ryrinTb CTPalHO,
MOCKONbKY, €CNN TaKOW CUeHapui ¢
WHTepHeToM cByaeTca, BCemy MUpY
FPO3UT HEe NPOCTO NORIBNEHNE
"yAenbHbIX KHakecTB" (kawgoe co
CBOMM WHTEPHETOM), @ peanbHan
oflan KaTacTpoda, NocTpallHee Yem
"npo6nema-2000".

Kak coobianocs Ha dopyme, B
ceHTsbpe 2024 roga noa aruaoi O0OH
cocTouTca "CaMmuT Gyaywero’. Ha Hem
NNaH1pyeTcA NOANNCaTh TNobanbHbli
UuppoBOH AOrOBOP, HanpaBNeHHbI# B
TOM YMChe Ha TO, 4TOBbI He AONYCTUTL
TOTaNbHOrO Packosna UHTepHeTa,

®avo: Naaen Pycak / Tochka.by

Kak 6bl TaM HH Bbino ©
AedparmMeHTal el MHTepHeTa, a
BNUSHUE 1e3MHBOPMALIMY, KOTOPOiA
GyKBanbHO HanuuyKkaHa BcA CeTb, MUp
yxe Ha cebGe ucnbitan.

Ceroana vHpopmMaLua He NPocTo
AOCTYNHa = OHa HanNpAMYIO BAUAET Ha
KU3HK Ntofeid, o6WECTBE, IKOHOMUK
PeruoHoB, rocyAapcTB W BCero Mupa.
NoxHble cooblieHnn cnecobHbl
o6pyLIMBaTh 6UpXKeBbIe MHABKChI,
MEHATE PhIHKKW, NOBEAEHKE U
npuBblukKn mogeil. OcHOBHOM 06beM
AaHHbIX NoTpebnaeTcA Yepes
UnppoBLIe KaHanbl, rae BOSMOXHOCTH
ANA pacnpocTpaHeHusi HeloCTOBEPHOM
nHopmauum GesrpanHnyHbl. Kak u
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cnocobbl 86 UHTEPNpeTaLMK.

3ra Tema obcyxjanach Ha OfiHOM U3
nnexHapHbix 3acefanuni Belarus IGF-
2023 nop Ha3aBaHueM "Kak
dhopMUpyeTca NoXHan NoBecTka
CMMW, couceTax u MHTepHeT-pecypcax’”.

MNpeacTaBUTENN XKYPHANMCTCKOTO U
HayyHoro coobuiectea Benapycu MHoro
rOBOPWAM 3[1€Ck B TOM YUC/E O TOM,
Kak 6opoTheA ¢ henKkoBbIMK
HOBOCTAMM M NPOTUBOCTOATH WX
pacnpocTpaHeHWo — Takol MHTEepHeT
Mbl TOYHO HE XOTUM.

Mo MHeHWO rNaBHoro pefakTopa
noprana Tochka.by Naena TyxTo, B
HbIHEWHEN cuTyauun noTpeGuTenam

HOBOCTHOTO KOHTEHTa Nyyllie BCero
YWTaTb aBTOPUTETHbLIE CaWTbl M AyMaTb
COBCTBEHHOM rONoBOM.

PasymeeTcA, YUTaTeNAM Takme HYKHO
CONOCTaBNATL HHpopMaLKIo ¢
HeCKONbKUX HOBOCTHLIX pecypcos. Ha
310 o6paTina BHUMaHHe BEAYLWMA
cneuvanucT peaaxKyum
MyNbTUMEAUiAHBIX NpoeKToR BenTA

AuTtonuna Bonobonosa.

MpeacTasuTent areHTCTBA TaKkKe
no6asuna, YTo MHTepHeT-
nons3oBatenam HeDﬁIOﬂMMO
nNpoBepATh Aae aapec cailTa, Ha
KDTpr!ﬁ OHW NPULLINK YUTaTb HOBOCTH,
W €ro JOMEHHYIO 30HY. Be,qh
3NOYyMbILWNEHHWKAM CeroiHA HUYero He
CTOMT Co3aThb NMOXHYHIO CTPaHUUy U
GariKa, U MHpOopMaLMOHHOro Nnoprana,

Kpyrnas para baiHera -
B 2024 rony

3aKOoHYMM Ha XOpoLwei u NpaBarBoR
HOBOCTH: B Cneflytollem rogy balinet

Gynet oTMeuaTs 30 neT co AHA CBOETo
CylLeCTBOBaHMS.

B mae 1994 roja B Halled cTpaHe

BELARUS

NOABWNCH afIMUHUCTPATOP
HauuoHanbHoW AOMEHHON 30HbI BY.
Bnarogapa aTOMY CTanu BO3MOXHb!
6enopycckue cailThl ¢ OKOHYaHUEM Ha
.by. B 1995-1996-m B CeTw Hayanu
NOABNATLCA Nepsbie 6enopycckue
CTPaHUUKH.

B cneayiowem roay Takxke byget
oTMevaTbeA 10-neTve c MOMEHTa
3arnycka 3oHbl “.BEN". Ee sanycTun
hoster.by. CerogHsa ata aoHa agnaerca
BTOPbIM B MUpe KWPUNNMYECKUM
[OMEHOM M0 KONWYecTsy
38pPErMCTPUPOBaHHBIX MMEH.

leHepansHbIi MHPOPMALMOHHBIA
naptHep Belarus IGF-2023 - nopran
Tochka.by.

1]

BusHec, HKO n
rocopraHusauum obcyanaT
passutue 6aiHeTa Ha
Belarus IGF

11 Hoabps, MuHck /Kopp. BENTA/.
MNpeactasurenn rocyaapcrea, buanHeca,
HEKOMMEPYECKUX OpraHn3aumin obcyaat
aKTyankHble npobnemsl pazeuTus
rnoBansHoM CeTH Ha MeXAYHAPOAHOM
dopyme No yNpaBfeHUIO MHTEPHETOM
Belarus IGF 2023. MeponpuaTKe npoingeTt 15
HoABPA B MuHcke, coobwmnmn BENTA
OpraH13aTopbi.

B nporpamme - QUCKYCCHM O IOXKHON
nosectke 8 CMU, undppoBOi rpaMOTHOCTHA K
WHKNI031K, KNBepnpecTynHOCTHM 1 3aluuTe
NepcoHanbHbIX AaHHbIX. Ha OTKPLITUK
$hopyMa BbICTYNAT 3aMECTUTENb HAYANbHWKA
OnepaTUBHO-aHANMTUYECKOTO LEHTPa NpK
MNpezvngente Pecnybnnkm Benapyce Cepren
XepHocek, NepBbii 3aMeCcTUTEIb MUHUCTPA
vHpopMauun AHapein KyHuesuy, nepebiv
33MECTUTEeNb MMHWCTPA CBA3KN N

LleHTpansHoW A3uK 1 KaBkase BaaH
OBcenaH, cTapwnit MmeHeaxep ICANN no
paﬁuTe C 3aMHTEepecoBaHHbIMW CTOPOHaMH B
BoctouHon EBpone v LieHTpansHon Aann
Mwuxann AHUCMMOB.

Hactoauwee v 6yayuiee nHTepHeTa obcyaaT
Ha NNeHapHoM 3aceaaHnn "MHTepHer,
KOTOPbIA Mbl X0TUM. Tpengbl, npobnemel,
BO3MOXHOCTK". UHTEepecHbIMKY
naaHnpytoTca obcyxaenmn B cekumm "Kak
bopmMupyeTca noxHan nosectka 8 CMHK,
COLCETAX M MHTEepPHeT-pecypcax”. YHacTHUKK
NOroBOPAT O MEXaHM3MAX U TEXHONOMUAX,
CTOALLMX 38 CO3AaHUEM NTOXKHOM
NHPOPMILMOHHON NOBECTKM, 3 TAKXKe
NPeAIoXaT, KaK NPOBePATs AaHHbIE W
NPOTUBOCTOATH GENKOBbIM COOBLLEHNAM B
Me1a, COUManbHLIX CeTAX U APYrux
WHTEpHeT-pecypcax.

YyacTHuku cekuum "Lindposan rpamoTHOCTE
Kak 6330BbIN MHCTDYMEHT
nHdopmaumoHHoit besonactoctun” Byayt
WNCKaTh CBA3L MEXAY HU3KUM YPOBHEM
unMpPOBOI FPAMOTHOCTH 1
knbepnpecrynneHvamMu. Kpome Toro, oHu
o6cyaaT npobnemy undpoeoro
HepaBeHCcTBa v cnocobbl digital-uHknwosmm.
DUNHIOBbIE CBI;ITI:I, 3BOHKWM OT MMEHWN
6aHKa, B3/10Mbl CANTOB U MAaCCMPOBaAHHbIE
DDoS-atakm - pazHoobpasne n KoIM4ecTeo
kubepnpecTynneHuit pacteT 13 rofa B rog,.
YyacTHUKK cekumm "Opyaue npectynneHuns
B Bawem Kapmae: knbepbesonacHocTb 1
KaK 3awmTtuTb cebn ot yrpos” obcyanT
TeHaeHUUK nHGOoPMaLMOHHON
6e3onacHOCTH U HoBble TpeBoBaHWA K
3aWMTe AaHHbIX. O CaMbIX YacTbIX OWnbKax
OMNepaTopoB NEPCOHAsbHbIX AaHHbIX, 3
Takxe o npouecce 06paboTkm n 3aWNTbI
KoHbUAeHUHaNbHON MHOPMALMK BHYTPKH
KOMMNaH1n NoGeCcefyIoT YHACTHUKM CEKLMK
"3alM1Ta NepPCOHaNbHbIX AaHHbIX: OMbIT
npakTukos”.

DopyMbl MO YNPABNEHWIO UHTEDHETOM
noutu 20 neT npoBoAATCA nof araon OOH
B Pa3Hbix cTpaHax. B Benapycu IGF
TPaAMUMOHHO OPraHM3yeT KOMMaHms
hoster.by - KkpynHenwwin perncrpatop
nomeHos .BY 1 .BEJ], 061a4HbIA XOCTHHS-
npoeganaep, skcnept 8 o6nactun
nHbopmMaumoHHoi BesonacHocTr. Dopym
npoxoaunT Npwv nogaepxke MuHucTepcrea
cBA3M U MHPOpMaTH3aummn, MuHucTepcTea
wHdbopmaummn, IGFSA, ICANN, RIPE NCC.
MNapTHepbl meponpuATHA - 000
"Benopycckue o6nauHble TexHonorum"
(beCloud) » Benopycckinin rocyaapcTBEHHbIN
YHUBEPCUTET MHDHOPMATUKK K
Paano3NeKTPOHUKK. MNaBHbIA
MHGOPMALMOHHbIA NapTHep ¢opyMa -
Tochka.by. MHdopMauroHHbIMK
naptHepamu IGF BbicTynatoT BE/ITA
WHTepHeT-nopTansl Smartpress.by,
Probusiness.by, 1prof.by.-0-
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BENAPYCL CEroaHa

€ rnasvan

Onybaukosara: 15 HORBPA 15:48

benapycb no ypoBHIO
NPOHMKHOBEHUA BONIOKOHHO-
ONTHYECKUX CeTEH B
AOMOXO03AWCTBAX — OAMH U3
nvupepos B Espone

Konuyecrso nonb3osareneil Gecnposoamnoro
WHPOKONONOCHOTO LOCTYNA B HHTEPHET Ha TEPPUTOPHKM
Benapycu yxe npepbiliaeT KONWYECTBO HaceNeHns
cTpatbl. 06 3ToM coobiLMA NepBLIi 3aMeCTHTENb
MUHHCTPA CBA3H W HHGOPMATHIALUMMK NaBen Tkay Bo
BpeMA NATOro GopyMa No yNpasneHnIo MHTEPHETOM
Belarus IGF-2023. MeponpuaTHe NPoOXoAMT B MUHCKE,

-y

Mo ero cnoBam, UMEHHO MUHICTEPCTBO CBA3M 1
nHOOPMaTHIALUMK 0BeCneunBaeT Ty MHDPICTDYKTYPY,
€ NOMOULBIO KOTOPON PACcTET KOANYECTBO
NOAKMIOYEHNA TPAX/EH K MHTEPHETY;

— Benapyck No ypoBHIO NPOHNKHOBEHHA BOSIOKOHHO-
ONTHYECKHX CTeH B JOMOXO3ARCTBAX 3aHNMILT O4HO
u3 aupupyrounx mecr 8 Espone, Konwiecrso
nonssosarenes 5E(H|DDEOA'NOI O WHpoKonofocHoro
ACCTYNG 8 MHTEPHET, T. €. JI0AeN, KoTopsie
N0NL3VIOTCA COTOBBIM TeNePOHOM IR BHIXOAA B
HHTEPHET, YXKe NPEeBbIIGET KOAHYECTBO HaCeneHMA
Benapycu. 3To 03HAYaEeT, YTO ¥ PAAA TPaXAaH yXe
Bonbiie Yem 04Ha CHM-KapTa, € NOMOLLbIO KOTOPO#H
OH 3aXOANT B HHTEPHET. Mbl HaBAIOAAEM TEHAEHLMIO
K pocty notpebnenna Tpaduka. Tak, Hanpumep 3a
nocnegnme naTs ner norpebnenne 1paguxa
Bbipocno 8 10 pas. 310 ABNAETCA CePbeIHON
deﬂyikoﬁ Ha Hallin CeTH.

Bmecre c tem Nasen Tkay OTMETAA, 4TO MHTEPHET,
HECMOTPA Ha HE3AMEHWMOCTb B NOBCEAHEBHOM
KUIHM, TAKKE CTAHOBWTCA UCTOUHMKOM npobinem:

— OnHako, 4o ecnn Bol oH cTan Ayyuwe? Kakue
BOIMOXHOCTH Mbl 5!:! Xorenw sugerTv B Hem? OHHM‘M
U3 FN3BHBIX TPEHADB NOCASAHHX NET CTano
YBeAHYeHHE YMCAA3 NOAKMOYEHHBIX 0163083 TeneH.
C pasBUTHEM TEeXHOACTHH M JOCTYMHOCTBIO MHTEPHET-
coequHeHuni sce Bonbiue nogen NonyyaoT JocTyn K
CeTH. ITO 0DECTIenBaeT BOSMOXHOCTE AR 0BLLeHNA
H o0MeHa MHGOPMALHENR Ha TNOBANBHOM YPOBHE
HE33BUCHMO OT reorPagruecknx Han coUHanbHbIX
orpaHMYesi.

A
v
Q

ﬂDH 3TOM HOBbIE Bbl30BbI Nepef rocopradamn craBuT
paboTa Hag NOBBILEHWEM YPOBHA
knbepbeszonacHocTw,

— Kubepbynaunr, Hanpumep, TpebyeT cepsesHoro
BHUMAaHKA. 310 OTAE/bHOE HaNpPaBReHune, KoTopoe
NPHHOCAT onpegeneHnbie npobaemsl. Eule 0aHoR
NpoBAEMOA ABARETCA YAIBHMOCTE H
HEBUHLUEHHOCTE NEPCOHANEHBIX A3HHBIX. HecmoTpa
Ha nporpecc B o6aacTn knbepbeionacHocTy, Bce
Yalle BOIHMKIIOT CAYYaH YTEYKH JaHHBIX M X3KEPCKMX
aTaK, 4TO COSAAET ONPEAENEHHEIE PHCKM ANA
rpaxaaH. HeobxoanMocTb YAYYIIATS 3aLUNTY RaHHBIX
CTana OQHON M3 OCHOBHBIX 33434 MHTEDHETa B Halled
3noxe,— oTMeTHA Nasen TKay,

OH TakXe NOAYEPKHYA, Y4TO MHTEPHET posmxeH BoiTh
Ge30nacHbIM, AOCTYNHLIM, TPO3PAYHBIM U
KOHPWACHUWANbHBIM,

Belarus IGF — kpynHerwan B benapyck oTKpbiTan
nAoWaAKa ANA obCyXABHMA AKTYaNbHBIX 3CNEKTOB
PaIBUTUR UHTEPHETS, KoTopan cobupaer bonee 300
YY3CTHUKOB €O BCEro Mupa = o1 cTpad CHI ao KaHvaawi
v Asctpanun, Cpeam Hux — npeacrasureny
rocyaapcTea, GusHeca, HeKOMMEPUHECKIX
OpraHW3aLMit, TEXHWHECKOro, aKaAeMHYRCKOTO
coobulecTea, a Takxe NPoCTbiX HHTEPHeT-
nons3osaTeNen. 3necs NPoxoanT obmeH
WHOOPMALVER 1 NEPEAOBLIM NPAKTUYECKMM ONbITOM,
OCYUeCTBARETCA COBMECTHBIMA MOUCK KNIOYEBbIX
PeLeHnid ANA PA3BMTHUA HALMOHANBHOTO CErMEHTa
cemm.

1PROF.BY <«

l06uneitHbin hopym
Nno ynpasfeHunIo
uHTepHeToM Belarus
IGF-2023 npowen B
MuHcKe

3710 ye 5-i No cYeTy pernoHanbHbIA
hopyMm, KOTOPbIA ABNAETCA YACTbIO
rno6anbHoro Internet Governance
Forum. MeponpusaTue BepHynOCbo
MWUHCK nocne TpexneTHero nepepbisa.

MocnepHwnin pas Belarus IGF npoxoaunn
8 2019-m.

. .
o Leeemiing, A g

HanomHum, uto Belarus IGF - aTo
KpynHenluas B CTpaHe OTKpbiTan
nnouaaxa ans obcyxaeHus
KNIOYEBbIX aCNeKTOB PasBUTHA
WHTepHeTa. 3aeck cobpanuck Bee 6ea
WCKIIOYEHUA CTOPOHBI,
3auMHTepecoBaHHble B PasBUTUM
unppoeoro Mupa. Cpean yHacTHUKOB
OTKPbITOrO Ananora — NpeacTaBuTeNn
MEXAYHAPOAHbIX OpPraHu3aumwin,
nNpodunbHbIX FOCYAapCTBEHHbIX
OpraHoB, BU3Heca, TEXHUYECKOro U
aKkapfieMuyeckoro obLiecTea,
HEKOMMEPYECKWE OpraHusaLum u
NPOoCTbIe UHTEPHET-NONb30BATENN.
Bcex o6beMHUNO OHO — UM He BCe
paBHO, KaKUM UHTEpHeT GyfeT 3aBTpa,
KaK NPOTUBOCTOATb Npo6nemam u
BbI30BaM B UHTEPHET-NPOCTPaHCTBE B
HaLMOHaNbHOM, PETMOHANbHOM U
MWPOBOM MacluTabe.

YyTb meHee 20 neT Hazapa, B 2006 rogy,
OpraHusauyms 06beAMHEHHBIX HALMA
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obbaBuna o coapanHum IGF (ato
cokpalleHue ot Internet Governance
Forum, aHrn. «popym no ynpaeneHuio
MHTEPHETOM» — NPMM. aBTOopa).
ExxerofiHo aTa yHWKanbHan oTKpbITan
Ans Avwanora nnowajaka cobupaet
6onee 300 y4acTHMKOB CO BCEro Mmpa
- ot cTpaH CHI" o KaHaabl 1
ABCTpanuu.

B aToT pas B MuHcke cobpanuck 6onee
500 eVHOMBILLAEHHUKOB.
OpranusaTtopam dopyma, Kak v B
npeablaywmne rofbl, BbICTYNUN
KPYNHEeMLWKWiA B CTpaHe peructpatop
HalMOoHanbHbIX JOMEHOR, NpoBaiaep
XOCTUHra 1 06nayHbix peleHnin
hoster.by.

Ha oTKpbITUM MEPONPUATUA K
YyUYacTHUKAM C NPUBETCTBEHHBLIM
cnoeom ob6paTUCcA 3aMecTUTeNb
Ha4yanbHuKa OnepaTtuBHO-
aHaNMTUYeCKOro LeHTpa npu
MNpeanpenTe Pecnybnukn benapych
Ceprein XepHocek. OH npusean
ncnonb3oeaTb Popym Belarus IGF kak
nnowagky aAna o6MeHa uaeamu,
ONbITOM, @ TaKXXe ANA YKpenneHun
COTPYAHUYECTBA MEXIY PasnuyHbIMK
y4YacTHUKaMKU MHTepHeT-coobLyecTea.

- Tonbko coobLia Mbl CMOXKEM
cpaenatb Tak, YTobbl BCEMUPHARA CeTb
6bina 6narom, a He yrpo3ow,
ApaiBepoM pasBuTUA, a He
MNHCTPYMEHTOM AUCKPUMWHALIWMN,
MCTOMHUKOM 3HaHWM, a He
nesnHbopmayun. YoexaeH, 4yto
¢opmar oTKpbiTOro guanora Hambonee
apdekTMBEH ANA paboTbl C TEM
06beMoM 1 BONpocamu, KOTopble
3afBNEeHbl B MOBECTKE AHA, —
noavepkHyn Cepreil XXepHocek.

B atom rogy Belarus IGF enepBbie
NPOXOAWT NPW NOALEPXKE ABYX
BeAoMcTe: MuHucTepcTBa
nHbopmauum u MUHWUCTEPCTBA CBA3M U
nHdopMaLnK, YTo elye pas
NOAYEPKUBAET BaXKHOCTb

BELARUS

INTERNET
GOVERNANCE
FORUM

2023

MeponpuaTKA. Mepebli 3amecTuTeNnb
MUHKCTPa nHhopmaunn AHapen
KyHueBuY, obpatuasnch K
NPUCYTCTBYIOLWMM B 3ane HanomMHuN,
yTO B OKTAGpe 2023 r. BCTYNWNa B CUNy
HoBas pefakuua o CMW, rae B ogHo#
13 HOBEN NOABWUNOCH ONpefeneHne
npaBoBOro cTaTtyca Bnajensues
HOBOCTHbIX WHTEpHeT-arperaTopoe u
nopsaaok GYHKLUMOHUPOBaHUA TaK1X
pecypcos.

- 3a nocneaxue 3 roaa 3akoH o CMU
npeTepnen paj cepbe3aHblX U3MEHEeHWIA
B YacTW NPaBOBOro PerynMpoBaHua
LesTenbHOCTU MHTepHeT-chepbl 1
pacluMpeHUs HalnX NOIHOMOYUIA.
CeroaHs Muuucrepcteo uidopmaumm
BO B3aUMOAENACTBUU C APYrUMI
3auHTepecoBaHHbIMKW opraHamMu
BbINONHAET BaXHYH QyHKUMIO B chepe
MHbOpMaLMOHHOW Be30NacHOCTH,
HanpasneHHyHo Ha BbIABNEHUE U
npeaoTepalLeHne pacnpocTpaHeHna
yepes UHTEPHET AeCTPYKTUBHOMN U
aKcTpeMucTckon uHdopmarum,
KOTOpas UMeeT BPeAOHOCHbIN
XapakTep, — NoAYEPKHYN CNUKep.

MepBbi 3amecTUTEeNb MUHUCTPa
cBA3K 1 uHbopmMaTusauum MNaeen Tkay
OTMETW/I, 4YTO C OHOWN CTOPOHBI,
WHTEPHET — 3TO BO3MOXHOCTK, @ C
APYroi = pucku:

- Tema nneHapHoro 3acefaHus
«MHTEPHET, KOTOPbIH Mbl XOTUM.
TpeHpbl, Npo6nembl, BO3MOXHOCTU»
aKTyanbHa, NOCKONbKY BONPOCHI
PasBUTWA MHTEPHETa CTOAT
AOCTATOYHO OCTPO. Ha Haw B3rnag,
MHTEpPHET A0/MKeH 6biTb JOCTYMHbIM,
6esonacHbIM, NPO3paYHbIM.

Mo ero cnoeam, npodunsHoe
MHWHWUCTEPCTBO CEroAHA yaenser
60nblUOE BHUMaHKUe
TEXHOMOMMYECKOMY PasBUTUIO AOCTYNa
K CETU UHTEpHET.

- naBom rocyaapcTBa NpUHATDI

naMeHeHun B [lupektuse N2,
COrNacHoO KOTOPOW Mbl AO/KHBI
o6ecneynTe AOCTYN K MHTEPHETY BO
BCEX CeNbCKUX HaceneHHbIX NyHKTax,
AaXKe ManouyncneHHolx. Ha ato y Hac
ecTb 2 roga, 6yaem npuHuMaThb
MaKcMMasbHble YCHNUA, 4TOGbI
PeLnTL NOCTaBNEHHYHO NPe3nAeHTOM
3ajjaqy, = pacckasan nepsbin
3aMMUHMKCTpA.

Cnpoc Ha uHTepHeT B benapycwu
HEeBEpOATHO BbICOKUIA. 3a nocnegHue 5
net Tpamk BbIpocC npaxkTuyecku B 10
pas.

— KonuuecTBo NpecTynieHwWi B ceTu
pacTeT, yeM GonbLUe NOAKNOYEHUA,
Tem Gonblue puckoB. OfHa U3 3aaay,
pajv KOTOPOW Mbl COBpanucek, —
06cyanTb Kubepyrpossbl, KOTopble
CyLWecTBYIOT ceiuyac U BolpaboTaTb
peLueHUA, 4TOObI UX MaKCUManbHoO
HUBENUPOBaTL, — NOALITOXUN
npeacTasuTeNb BEAOMCTBA.

CnepyeT OTMETUTB, UTO BNepeble
Belarus IGF npowen e 2016 roay u
nony4yunn Nogaep)KKy co CTOPOHbI
kopnopauum ICANN — opraHuaauuu,
KOTOpas ynpaenseT BCeMU
AOMEHHbIMKU 30HaMu 1 IP-agpecamMu B
mupe. Ee npegcrTaBuTeN HEM3MEHHO
ABNALOTCA rocTaMKU opyma B MUHCKe,

v 2023 r. He cTan NCKIKYEHUEM.

- Al pag, 4to popym BepHyNncs, NOTOMyY
4YTO 3TO Ba)KHaA 4acTb npoLecca
B3aMMOAENCTBUA MeXAY PasHbIMK
3auHTepecoBaHHbIMK CTOPOHAMM U
06CY)XAEHWSA TOrO, KaK AOMKEH
pa3BuBaTbhCA WHTepHeT. Mbl Bcerga
BbICTYManu cnoHcopamu 1 okasbiBanu
noaaepxky Belarus IGF, KoTopblit
npoxogun B MuHcKe B npegbigywue
rofbl. 3To 6bINU XKapKue AUCKYCCUM Ha
ocTpble Tembl. CerogHs Ha NoBecTke
[AHA BONPOC 3alWUTbl NepPCOHaNbHbIX
AaHHbIX — 3TO KpanHe Ba)KHOo. Bbiwno
MHOI0 U3MEHEHWIA B eBPONENCKOM,
POCCUMCKOM W KUTAWCKOM




3akoHoaaTenncTee. HyxHo
pasbupaTbCcs, Kak A0/MKHbI XPaHUTLCA
1 06pabaTbiBaTbCA faHHbIE, KTO 38 3T0
OTBETCTBEHEH. 3Ta TeMa BeyHas, oHa
Bcerga 6yaeT akTyanbHa, — NoAenunca
ctaplwwuin meHemxep ICANN no paGoTe
C 3aUHTEepPecoBaHHbIMW CTOPOHAMM B
BocTtouHoit EBpone u LieHTpansHomn
Asun Muxann AHUCUMOB.

OH yTOYHMN, yTO cenyac IGF — ato
LBUXEHWE He TONbKO Ha
HaLUWOHaNbHOM, HO 1 Ha
MeX/yHapoAHOM YPOBHE, KOTOpoe
npoxoavT npu nogaepxke O0H.
Hayanocb Bce 8 2005 r. ¢ npuHATHA
LOKYMeHTa Noj HassaHuem mMaHaat
IGF. Ero nepecmaTpueaioT Kaxabsie 10
net. Cnepytouiee o6HoBneHue 6yaeT B
2025r.

Moppnepxueaet Gopym Belarus IGF n
elle 0AHA MeXayHapogHas
opraHusauua — RIPE NCC. 310
WHTEpHET-PerncTpaTop, KoTopbii
oTBeyaeT 3a pacnpegeneHve
npocTpaHcTea IP-agpecos B EBpone,
LleHTpanbHoi A3um n Ha BnvkHem
BocTtoke.

— Pafbl nopaepxuBath 310
3HamMeHaTeflbHOoe MeponpusaThe ANa
Bce IT- UHAYCTPMW M BEPHYTLCA CHOBA
B benapycs. CerogHa cooblia
obcyxaaem, Kak passuBaTth
KPUTUUYECKUE UH(DPaCTPYKTYPbl U CETb
MHTEpPHeTa, YTo6bl 6bITb rOTOBLIMMU K
cnepyroLemMy BUTKY LM(OPOBOIA 3pbl.
3T1 BONPOCHI KacatoTCa TEXHUYECKOTO
€o06LecTBa, ONepaTopoB, rOCOPraHos,
BCEeX, KTO y4acTBYyeT B npoLecce
yNpasneHua MHTEPHETOM, — OTMETWN
OWPEKTOp No BHeLHUM cBaAsAM RIPE
NCC (UeHTpanbHas Asua u Kaekas)
Baan OscensH.

TakKe oH o6paTWn BHUMaHKUe Ha
OnacHble YenneHXn — PUCKH,
KOTOpble CBA3aHbl ¢ UMhPOBbIM
BEKOM, B TOM YMC/E BOMNPOCHI
Kubepbe3onacHoCTH.

— B ynpaBneHuu UHTEPHETOM
y4yacTByeT 04eHb MHOro cTopoH. U
ronoc Bcex, B TOM yucne
npaBVTeNbCTBA, TEXHUYECKOTO
co06LecTBa, KOMMNAHWUK,
VHAYCTpUanbHbIX accoumauui, O4eHb
Ba)XeH, NOTOMY UTO cenyac MHTepHeT
Be3ge. 3TO BO3MOXHOCTb ANA nogen
XWTb NO-APYroMy B ULM(PPOBOWA BEK,
WUCMONb3ys MHTEPHET BeLLeil 1 Te
BO3MOXHOCTHU, KOTOpble AaeT
TenemMefuuUvHa, obyyeHuve 1 paboTa
OHNanH-pexume. Isonrouna
VHTEpHeTa — 3T0 3[40POBO, HO HY)XHO
ofecneunTb pa3BUTUE KPUTUYECKUX
WH(PACTPYKTYp U NepexoanTb Ha
HOBble CTaHAapTbl 6e30MacHOCTH, YTO
ABnseTcs 60NbLION NPobneMoi BO

BCEM MUpPE, — pe3roMUpoBall OH.

Mo cnoBam opraHnsaTopa NATOro
HauuoHanbHoro hopyma no
YNpaBfeHNIo MHTEPHETOM —
reHepanbHoro gupektopa 000
«HapexHble nporpammbl» (6peHs
hoster.by) — Cepres Nosanuwesa,
TeMbl AnA o6cyxaeHus Ha Belarus IGF
AVKTYeT cama *u3sHb, Ecnv B
npepaplAyLLme roabl 06cyXaanuch
6onee byTypucTUyeckne Tembl, Ha
t06UNedHON BCTpeYe caenany akLueHT
Ha 6onee NpUKNagHbIX Temax —
MHpopMaLuoHHas 6esonacHocTb. ITa
TeMa NPOXoJUT KPaCHOW HUTbLIO Yepes
Bce hopyMbl Mo yNpaBneHuio
WHTEpPHETOM W rnobanbHbiin hopym, n
HauuoHanbHble Gopymel IGF.

Mporpamma 6uneiHoro popyma
LencTeuTenbHa 6bina HacbILeHHO.
Mocne nneHapHOro 3acefaHuA ¢
yuacTUeM dKCMEepToB OpraHUu3oBanu
paboTy B cekuuWsix no Temam: «Kak
(bopmMuUpyeTCcs NoXHan NoBecTka B
CMW, colceTsx U UHTepHeT-pecypcax»,

«Lindposan rpaMoTHOCTb Kak 6a30BbIi

WHCTPYMEHT UH(DOPMaLMOHHOA
6esonacHocTuy, «Opyave
NpecTynneHus B BalleM KapMaHe:
KnBep6e3onacHOCTb U Kak 3aluTUTb
cebn oT yrpo3», «3aluTa

Vo W .

nepcoHanbHbIX AaHHbIX: ONbIT
NpaKTUKOB».

K cnosy, oduumanbHbIM NapTHEPOM
®opyma Tarke BbicTynaet 000
«benopycckue obnayHble TEXHONOrUKU»
(beCloud) - 06nauHblit XoCTHHT-
npoeanaep, aKcnepr B o6nacTtu
WHOOPMALMOHHON 6e30NacHOCTH.
WHdbopMaLWoHHYH NoALEPXKY Hapaay
c agpyrumu CMW okasbiBaeT nopran
1prof.by nagarenbckoro goma «Mpod-
npecc» ®epepauunn npodcoozos
Benapycu.

Anxxena JNIOObIHO
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IHTapHaT-BAACNeKa AaThbivbILLa KOXHara

Mpa wro rasapsini Ha HaubiAHaNbHLIM hopyMe Na KipaBaxHi IHTapHaTam

BELARUS

¥ HACTYNHBIM rofse Gynae 30 rafoy, AK y3HIkNA JAMEHHAR 30H by, CEHHA Ha KOKHATA Yanasexa § CAPAAHIM
npbixogsiuya npsiknagHa 10 ragxaray, y GRikalilub! Yac r3Ta KonbKacls MoXa y3pacyl aa 100. MaTeis | iHWbIA
UikaBsiA hakThl Geinli ary4ans Ha V HausiRHansHeiM GOpyME Na kipasaxH IvTapxaTam. SaparicTpasatiua Ha Aro Mot
KOXHBI Kagaroybl. Y suiHiky § Mincky caBpanacs kans 300 yasensHikay 3 poassix rapagoy | kpaiu

AnOwWHI pa3 MepanpLIeMETBa NanolHara hapMaTy NPABOA3INACH TPsI rafbl Ha3a/, 3a r3Ts! 4ac aKTYankHacls Ao
TonbKi §apacna, WTo Nausepaalnl acHofHbLIA TaMs! GopyMy: (afkassin Hasikbl § CMI, niuGasas rpamaTHacys.
kiGepBacnexa, aGapoHa nepcasanbHeIX AaHsiX | IHILLIA

Besae ecTe NPaBWAa W Pamim — KPOMEe LD POBOR cpeapl

IIATAS OCTOPOXKHO,. IO YIIMIE MM
¥ TONBKO TAM, FOE MOMXHO EE NEPEXOIH

BpemA=4eHbru M pecypcbl cTpaHbl

2-7 4acos 8 cyTHM = 8-28 MHNNMOHOB YENOBEKD-
HACoB B CYTHW

160- 650 MUANMOHOB YENI0BEKO-4aCoB B MECALL,.

W ato Toneko B paboyee spems, 6e3 BLIXOAHBIX

BELARUS

INTERNET
GOVERNANCE
M

ri

RL

¥ anxpeilyyl "Belarus IGF 2023° npeHANi §a38n HAMBCHIK HEHANLHIKE GNEPATIJHA-BHENITHINHAE LFHTPE NPbl
Mpasiganue Pacnyinikd Benapyce Capre XKapHacex, Neplubi HaMecHik MiHicTpa iHapMaLibl AHAPaR KyHuUash,
NepiL! HamecHik MIHICTPa cyBR3! | IHbapmarsisausl Masen Tkav, reHepansHp AsipakTap hoster by Capred
Masaniwa, crapuisl Mexemkap ICANN Ba YexogHsi Eypone | LisHTpansHan Asil Mixain Axicimay, aupskrap na
aHewwHix cysnsax RIPE NCC y UantpansHai Asil | Ha Kaykase Baan AJCANRH

KapoTiia Tasickl dhopymy. INTIpHAT nagikex Belis kpbiMILAR BeAaY, a He AsiHbapmalsi. Tpaba nepanpasspals
iHEbapMaUBIIO §f HeKanLKiX KpbIHILAX, IBAPTALL YBArY Ha CaNpayAHACUb AAMEHHAra IMEHI, YbiTaLlk HaBiH! Ha
NpasepaKbix pacypeax, I8APTaLLA A NepLaKpLIHIL

MenuisrpaMaTHaCL KapLICTanNLHIKaY TPaGa By4bills 3 A3ILAYEra Y3pOCTy, 8 ABPOCNLIM HeaBxoaHa fBeck Yac
NaBLIUALL CAMAATYKALLI0 § T3THIM HaNpPaMKy,

¥ Benapycl, K | Ba fCiM CBEUE, HAIIPAELUA TIHAIHULIA POCTY CIAXLIBAHHA TPAGHIKG, TAMY BAXHE FABAPHILDL HE
Tonbkl Npa passiuue NiuGasad iHDPACTRYKTYPEI, ane § NepLuyio Yapry Npa AKAcHs! AOCTYN Aa IHTapHaTa

¥ 7O %@ Yac y3Hikae NbITaHHe: 8 ANA Yaro BLKAPLICTOYBALLLA “CycaeTHan nasyuiHa™? | 3 iM npama JsRsana
Npatnema JIHIKHEHHA HTIPHAT-3ANSKHACL, NPAIMEPHATa BHIKAPBICTAHHA HTIPHATY A3eUbM, HealBapoHenacyi ix ag
WKO/HATE KAHTINTY

3 KQIKHBIM rORaM y3pacTae f KiGepBrcriex, an cul § iMT3pHaUe, @ TakcaMa ypasHacy)
HeaBapoHeNacl) fansix. AKTYANEHBIM SRYMIACULA NANANWSHHE CICTIMBI 3AGECNANSHHA BRCNEX] AaHb
KiGepORCNEKaR NaBiHHb! 3aAMALILA oo a6'eKTsl (HDAPMAULIAHAR IHCBPACTPYKTYPbL Y ThiM NiKY KOMMb! K3PLICTANHIK
IHTapHaTa

BACNEK BLIKAPLICTANHA WTYWHATE (HTINEKTY, IMKNIOAIA § INTIPHILS, NPAEKTH Na MEALIATPAMATHACUI AR A3AUER —
raTeiA | IHWBIR NeiTanni aMepkasani yasensHik Gopymy.

Anera Macuepasa

®ora ayTapa
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WE'LL BE GLAD TO SEE YOU
AT BELARUS IGF NEXT YEAR

FOLLOW OUR NEWS

mam i IGF
%% % BELARUS

INTERNET

igf.by facebook GOVERNANCE
N _ FORUM
e-mail: info@igf.by 2023

+375 17 239-57-02




	0bf975437254b8e07ba1f86f4ec634e9c90b74db64eacfa0f2b032db7cf3a7b4.pdf

