
IGF 2024

Best Practice Forum

Mainstreaming capacity building for cybersecurity, trust, and safety online

(BPF Cybersecurity Capacity Building)

DRAFT Outline

Coordination and Sustainability in Cybersecurity Capacity Building

Outline for BPF output

I. Introduction to the BPF Cybersecurity Capacity Building

● Intro to IGF & IGF intersessional activities

● Overview of the BPF Cybersecurity work

● Introducing the new BPF on Cybersecurity Capacity Building

II. Coordination and Sustainability in Cybersecurity Capacity Building

1. Introduction to concept cybersecurity capacity building

● definition/concept

● note different understandings of what goes under the label cybersecurity (as

this is relevant when discussing overlap/coordination)

2. Why coordination ?

● mention the feedback on the initial BPF proposal (already mapping initiatives

out there, BPF not to duplicate what is already there etc.), and describe how

this lead to refocusing the BPF from mapping of cybersecurity capacity

building to coordination and sustainability

● Define the issue of overlap in cybersecurity capacity building, its

consequences and missed opportunities, expected benefits of more

cooperation and coordination (e.g. more efficient use of funding,

sustainability, easier identify and bridge existing gaps, etc.)

3. Overview of Cybsersecurity capacity building repositories, mappings etc.

● Brief descriptions of existing initiative that map cybersecurity capacity

building:

for example : Cybil portal, Overview of cybersecurity capacity building

initiatives within the UN system, EU CCB mapping, etc

https://cybilportal.org
https://www.eucybernet.eu/ccb-projects/


Information to collect on mappings/inventories cybersecurity capacity

building

○ name :

○ url :

○ Topics / definition cybersecurity :

○ Geographic target region :

○ Target users (e.g. governments ) :

○ Updated (data last update of the info / regularly updated ):

○ Cooperation with other similar initiatives :

○ ….

.

● Observations:

○ e.g. Overlap? Duplication?

○ e.g. What is missing ? Gaps? (topics, geographic regions,… )

○ e.g. difference in terminology, concepts, language between

inventories?

4. Cooperation and coordinating between Cybersecurity capacity building inventories

Case studies & best practices

● Case study : Cybil Portal - UNIDIR

● Case study :….

● Case study :….

● Case study :…
● Observations / summary

○ What fosters/hinders such a cooperation

○ Perceived benefits

○ …

5. Overall conclusions and recommendations including operational guides, project

management tools, and cooperation models.


