
This deck introduces the Best Practices Forum on Cybersecurity, an intersessional 
activity of the Internet Governance Forum which has been organized since 2016.

1



In this deck we’ll cover the basics around how the IGF came to be, what the Best 
Practices Forums aim to achieve. We’ll go into more detail on the BPF on 
Cybersecurity, and do a deep dive into the BPF in 2018, which focused on 
Cybersecurity culture, norms and values. You’ll also learn how to get involved!
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The internet has been growing rapidly.

In 2005, 67% of the US population was online. In 2010, it was 71%, and today, 76%. 
That’s almost flat growth. If you look internationally though, in 2005, we had 15% of 
people online, in 2010 that was 28%, and today it is 45%. Each of those people comes 
from a different cultural understanding, different education perspective, and with 
different needs. Hence there’s a lot more misunderstanding today around what an 
acceptable level of cybersecurity really means.

There’s a need for spaces where people from each of these backgrounds can come 
together and share their existing best practices, especially from a policy perspective.
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Enter the idea of “multistakeholderism”. It was introduced as the most important 
principle in the Tunis Agenda for the Information Society in 2006, and is typically used 
to describe the cooperation of representatives in the ‘government, private sector, civil 
society and technical community’ as they contribute to governing a particular space, 
such as the internet. No single player can, or should for that matter, control all 
aspects of the internet, but they each have a role to play in discussing, 
decisionmaking and implementation of what the network looks like.
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The Internet Governance Forum (IGF) is convened by the Secretary-General of the 
united Nations as a global forum to discuss policy issues pertaining to the Internet. 

It was officially announced in 2006, and has taken place annually since. The UN 
Secretary General is assisted by a Multistakeholder Advisory Group (MAG), which he 
establishes from the IGF community.

The IGF is today a major internet conference, with over 2,000 attendees annually. 
During the event, workshops and meetings are organized for different stakeholder 
communities to connect on challenging topics of the internet, such as cybersecurity, 
privacy, local content, gender and access, and many more.

In order to continue to contribute throughout the year, rather than just during one 
week, the IGF also establishes intersessional work activities, which include Best 
Practice Forums, Dynamic Coalitions and National and Regional IGF initiatives.

Best Practice Forums, also known as BPFs offer substantive ways for the IGF 
community to produce more concrete outcomes. While BPF outcomes have already 
been useful in informing policy debates, they are also viewed as iterative materials 

5



that are not only flexible but also ‘living’ in the sense that they can be updated at any 
time to accommodate the pace of technological change faced by internet 
policymakers. BPFs have the freedom to define their own methodologies; tailored to 
each theme’s specific needs and requirements.

Dynamic Coalitions (DCs) are They are informal, issue-specific 
groups comprising members from various stakeholder communities. DCs 
welcome collaboration with anyone interested in contributing to their activities.

The IGF intersessional work focused on the Policy Options for Connecting and 
Enabling the Next Billion(s) is a community-driven process started during the IGF 
2015 preparatory cycle, identifying policy options for connecting the next billion(s) of 
internet users – with a different focus each year. In 2018, the focus was on showing 
how connecting the next billion(s) helps support the Sustainable Development Goals 
(SDGs).

The National and Regional IGF Initiatives (NRIs) are the Internet Governance Forums 
organized on a national basis in different countries, or on a regional or sub-regional 
level, depending on the size of the geographic area, where the main criteria for 
identifying region is geography, but also in some cases mutual language and culture.
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As mentioned, the BPFs were established to help the IGF develop more tangible 
outputs, and they identify and collected Best Practices in various areas, publishing 
them to the IGF community.

They commit to their work through mailing list conversations, polls, research, Calls for 
Contributions, in-person meetings, on-line meetings and publications. They often also 
build on other work in the IGF. For instance, several BPFs have aligned with the 
Connecting and Enabling the Next Billion(s) intersessional activities over the years.

The resources from the BPFs are often used much more widely than the IGF 
community. For instance, the 2014 BPF on Computer Security Incident Response 
Teams (CSIRT) outcome paper was used as input reading for attendees to the Global 
Conference on Cyberspace in 2015. In addition, new CSIRT have used that year’s 
paper to help establish their work programs.
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Since 2014, the IGF has operated a Best Practices Forum focused on cybersecurity. In 
2014-2015, the BPF worked on identifying Best Practices in Regulation and Mitigation 
of Unsolicited Communications and Establishing Incident Response Teams for Internet 
Security. Later, the BPF has been focused on cybersecurity; identifying roles and 
responsibilities and ongoing challenges in 2016, and identifying policy best practices 
in 2017.
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Various stakeholder communities have different definitions of ”cybersecurity”, and 
different understandings of who needs to get involved. A common challenge has 
been that the term was mostly used by governments.

The BPF worked to address this issue by focusing on four key questions:
- What is everyone’s role and responsibility in cybersecurity?
- How do stakeholder groups communicate and partner with eachother?
- What best practices exist around the world to establish situational awareness?
- What big issues moving forward is the BPF well placed to help tackle?
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In 2017, the BPF worked to identify cybersecurity policy statements from around the 
world that could help cybersecurity contribute to the Sustainable Development Goals. 
As a group, we wanted to learn what policies could help establish better 
cybersecurity, and what would negatively affect the cybersecurity environment.
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We started this effort by conducting initial analysis using two subject matter experts 
of the SDGs, and identify how they could be affected by various cybersecurity efforts. 
We also reviewed policy options identified by the CENB effort, and reviewed how 
cybersecurity could negatively affect the implementation of those options.

This was then followed by a Call for Contributions, and the publication of a report 
with Best Practices. Two examples included the recommendation that states should 
implement cybersecurity frameworks that make security understandable to a wide 
variety of audiences – and stakeholders, in particular those in the technical 
community should endorse and support the implementation of a Secure 
Development Lifecycle in software development organizations.

A much wider set of policy recommendations is included in the BPF’s final output 
paper. During our meeting at the IGF in Geneva, these were reviewed with a wide set 
of experts, including representatives from the Shadowserver Foundation, the Global 
Commission on the Stability of Cyberspace and the Association for Progressive 
Communications.
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In 2018, the BPF explored the topic of “cybersecurity culture, norms and value”.

As part of its work in 2017 the BPF consulted with the community on what areas 
would benefit from further stakeholder conversation and a possible way forward for 
the BPF. Two areas surfaced ‘Defining and identifying a cybersecurity culture, norms 
and values,’ and ‘Identifying the risk of a potential digital security divide, between 
those who have and those who do not have access to cybersecurity measures’. This 
lead to the formulation of the proposal for a BPF on cybersecurity in 2018, which was 
confirmed by the IGF Multistakeholder Advisory Committee (MAG).

We started off with a study by several members in the BPF community. Together, this 
group drafted a paper that covered the basic ideas behind culture, how it applies to 
cyber, and how norms development can help create a positive culture that 
encourages responsible behaviors. We identified that while laws existed in 
cybersecurity, or at least cybercrime, such as the Budapest convention, they were 
slower to develop – for instance, work on the Budapest convention started in earnest 
in 1997, with entry into force in 2004, and national ratifications still ongoing today.
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We used a social science definition of norms for our work, which originated with 
Katzenstein in 1996. Norms are typically identified by those who perceive a need, or 
when they are contested by others. In norms development, we see emergence of 
norms first, followed by them cascading through the system, where multiple states or 
other stakeholders adopt them. Finally, we see norms internalization, where states 
who have adopted the norm implement programs and processes to make sure they 
are effectively operated, and can be used to call out others who do not comply.
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Norms can operate form a wide variety of stakeholder communities, and this slide 
lists out some examples of norms developing bodies. 

the United Nations Group of Governmental Experts on Developments in the Field of 
Information and Telecommunications in the Context of International Security is a UN 
mandated group of experts which has been established five times since 2004. It is 
convened under the UN’s First Committee. The GGE will meet for four one-week 
sessions. When consensus is reached, the group publishes an outcome report, which 
has happened in 2010, 2013 and 2015. In particular the 2013 and 2015 edition 
discussed norms development, with the 2015 report offering a proposal for voluntary 
cybersecurity norms. Outcomes and inputs to the UNGGE process have been echoed 
by other bodies, showing some level of adoption. 

Global Commission on the Stability of Cyberspace (GCSC): initiated by two 
independent think tanks, The Hague Centre for Strategic Studies (HCSS) and the 
EastWest Institute (EWI), the GCSC consists of 26 prominent Commissioners from a 
variety of regions and stakeholder groups, and legitimacy in different aspects of 
cyberspace. Its aim is to help promote mutual awareness and understanding among 
the various cyberspace communities working on issues related to international 
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cybersecurity. As a group, it has proposed a number of norms for responsible 
behavior in cyberspace.

The Manila Principles on Intermediary Liability were developed by several Civil 
Society groups including the Electronic Frontier Foundation and Article19. They are a 
set of standards for censorship and takedown laws.
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These are a few examples of norms developed by these individual bodies that have 
either seen adoption or widespread discussion. They are only a small subset of the 
norms that currently exist. Our final report contains a wider variety of norms from 
each stakeholder community.
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We were also interested in learning more about how when or where there’s no real 
universal implementation of a norm, or if the implementation of a norm has 
unintended consequences, or has different impacts in a different context (e.g. those 
with and those without effective rule of law), it may result in a group of “haves” and 
“have nots” in terms of the protection the norms offer. We called this a “Digital 
Security Divide”, a concept first coined by the Internet Society.

Much like other infrastructure, such as bridges, unequal development can lead to 
specific users being more or less affected by security issues. 

Stakeholder groups often have the ability to mitigate or increase these gaps through 
coordinated action. For example, if a state implements data protection laws and has 
competent data protection authorities in place, people will be exposed to less risk 
irrespective of their own skills and knowledge. Governments can also contribute to 
digital insecurity of individuals by requiring them to provide their biometric data in 
order to gain access to critical public service, and not managing this data in a secure 
manner. 

Our group also determined that other issues, such as the lack of protection for 
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minorities, can be a large instigator, which can be exacerbated when a norm is only 
implemented for a partial set of users. 
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Our Call for Contributions was focused along the lines of these key questions. We 
were hoping to understand, from the perspective of each stakeholder community, 
how they see development of norms, whether they have best practices around 
implementation processes, and where those failed and succeeded. We were also 
looking to understand their view on the concept of the Digital Security Divide.
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We received 16 responses to our Call for Contributions, with a wide variety of 
respondents across civil society, the technical community and private sector. We did 
not see significant submissions from governments in this year.
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The BPF met in person at the IGF in Paris, with interventions by representatives from 
the Global Commission on the Stability of Cyberspace (GCSC), a multi-stakeholder 
norms development body. In addition, Ephraim Percy Kenyanito represented civil 
society, in particular ARTICLE 19 from Eastern Africa, and Saleela Salahuddin 
represented the Cybersecurity Tech Accord. Each of these participants introduced 
their submission to the BPF, and how it represented their stakeholder community.

A video of the session is available on YouTube at 
https://www.youtube.com/watch?v=rXFBpR_2eYA.
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During the IGF, President Emmanuel Macron launched the Paris Call, a multi-
stakeholder call to commit to supporting a more peaceful internet with stronger 
protections for users and human rights. Its participants commit to working together 
to:

- increase prevention against and resilience to malicious online activity;
- protect the accessibility and integrity of the Internet;
- cooperate in order to prevent interference in electoral processes;
- work together to combat intellectual property violations via the Internet;
- prevent the proliferation of malicious online programmes and techniques;
- improve the security of digital products and services as well as everybody’s “cyber 
hygiene”;
- clamp down on online mercenary activities and offensive action by non-state actors;
- work together to strengthen the relevant international standards.
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At the conclusion of the 2018 process, we identified three key learnings. More 
detailed learnings are included in the output document, which consists of our 
research paper, our Call for Contributions, and notes from the session at the IGF in 
Paris.

The three key takeaways are:

- That norms are an important part of getting state and non-state actors to agree on 
responsible ways of behavioar in cyberspace. They often fill a gap when “hard law” 
which be slow to innovate. In addition, norms cannot simply “exist”, they must be 
implemented and promoted, an area that is still nascent in its development, but 
important to ensure the norms see widespread adoption.
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- Second, the multi-stakeholder model is important in norms development as well as 
internet governance. There are a wide variety of stakeholders, including the technical 
community (MANRS – Mutually Agreed Upon Norms for Routing Security) and civil 
society (the Manila Principles on Intermediary Liability) which propose and 
implement norms, and it’s important to recognize this is not just a state activity. 
These other actors often don’t get the same level of attention. There are also multi-
stakeholder norms development bodies, such as the Global Commission on the 
Stability of Cyberspace (GCSC).
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- Finally, cybersecurity norms should be respectful of human rights, and be careful not 
to stray into freedom of expression, and controlling content online. The distinction 
between protecting infrastructure, and questions of content shared online, is 
important and should be carefully maintained and considered.
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Individuals can still contribute to the BPF by reviewing our output materials, and 
sharing their thoughts on the mailing list. While the 2018 outcome documents won’t 
changed, your input is still very welcome in the community. In addition, those 
thoughts may be taken into account if the Best Practices Forum is extended into 2019 
and a new area of focus is decided.

23



If you have any further questions, feel free to contact the organizers and conveners of 
this year’s Best Practices Forum on Cybersecurity.
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