
Measuring Internet Censorship



OONI: Open Observatory of Network 
Interference

Free software project aimed at empowering 
decentralized efforts in increasing 
transparency of internet censorship around 
the world.

Since 2012, the OONI community has collected 
millions of network measurements from more 

than 200 countries, shedding light on many 
cases of internet censorship around the world.

https://ooni.org/ 



OONI Probe
https://ooni.org/install/

github.com/ooni



OONI Probe Tests

Blocking of websites Blocking of instant messaging 
apps

Blocking of censorship 
circumvention tools

Measurement of network speed & performance

https://ooni.org/nettest/



Heads up!

● OONI Probe is not a privacy tool. Anyone monitoring your 
internet activity (e.g. ISP) will know that you are running 
OONI Probe.

● Types of tested URLs include provocative or objectionable 
sites (e.g. pornography).

● By default, OONI measurements are openly published.

https://ooni.org/about/risks/



Choices you can make

Contribute to test lists Types of test to run Privacy settings

https://ooni.org/about/data-policy/



● Global list: Internationally relevant websites
● Country-specific lists: Websites that are relevant to a 

specific country

● How to contribute to test lists: 
https://ooni.org/get-involved/contribute-test-lists/

● Citizen Lab GitHub repo: 
https://github.com/citizenlab/test-lists

Citizen Lab test lists: 
Websites tested by OONI Probe

https://ooni.io/get-involved/contribute-test-lists/
https://github.com/citizenlab/test-lists


Choose which websites to test



Coordinate OONI Probe testing

https://run.ooni.io



OONI Explorer
https://explorer.ooni.org/



● Normal. When everything is OK (e.g. tested website is 
accessible).

● Anomalous. Signal that something is wrong (we should 
check the measurement data more carefully). Anomalous 
measurements MIGHT contain evidence of censorship, but 
not necessarily (i.e. false positives).

● Confirmed blocked. We only automatically confirm the 
blocking of a website when we detect a block page.

Interpreting the data



OONI Explorer: Confirmed blocked



OONI API https://api.ooni.io



Contact

contact@openobservatory.org

@OpenObservatory

https://slack.ooni.org/


